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Abstract. Advanced Persistent Threat (APT) attacks are sophisticated
cyberattacks characterized by stealth, persistence, and long-term en-
gagement with targeted systems. Traditional detection approaches using
machine learning and deep learning rely on internal model representations
or post hoc explainability techniques, which often lack human-readable
context and require significant manual interpretation. This paper in-
vestigates the use of large language models (LLMs) for APT detection
through code analysis. We evaluate LLMs’ ability to identify APT-related
behaviors in code-snippet sequences, localize malicious components, and
map them to corresponding MITRE ATT&CK tactics, techniques, and
procedures (TTPs). To address context-window limitations, we introduce
a segmentation-based approach that divides long code sequences into
smaller segments and iteratively processes them while preserving context
through summary propagation. Because real-world APT data are scarce
due to their stealthy nature, privacy constraints, and long attack lifecycles,
we construct an APT dataset derived from Caldera adversary profiles and
emulation plans. Experimental results show that LLMs, when guided by
rubric-based prompts and supplemented with ATT&CK domain knowl-
edge, achieve robust performance across detection, localization, and TTP
mapping tasks.

Keywords: Advanced Persistent Threat Detection · Large Language Models ·
MITRE ATT&CK Framework.

1 Introduction
Advanced Persistent Threat (APT) attacks represent a sophisticated class of
cyberattacks characterized by stealth, persistence, and prolonged engagement
with victim systems [96]. Their prolonged nature makes timely and effective
detection critical to minimizing impact and preventing further damage.

Existing approaches for APT detection leveraging machine learning (e.g.,
[26, 36]) and deep learning models (e.g., [27, 43, 49]) typically rely on large
amounts of labeled or unlabeled training data. Their decision-making processes
are explained either through internal mechanisms [13] or post-hoc explainability
techniques [58]. These explanations often lack human-readable context, requiring
manual interpretation to extract meaningful insights from highlighted features.

Large Language Models (LLMs) have shown potential in security tasks such
as vulnerability assessment and patching [54, 69], malware detection [50, 72], and
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code de-obfuscation [71]. However, their application to APT detection remains
limited. Recent approaches, such as SHIELD [32] and APT-LLM [8], integrate
LLMs with traditional methods for system audit log analysis to detect APT
attacks. However, abstracting low-level execution details and transforming them
into provenance graphs in these log-based methods can lead to information loss.
While LLMs have been utilized to generate natural language explanations in
log-based detection, these explanations primarily reflect system-event interactions
(e.g., a process writing to a file), which may not fully capture the semantic nuances
of attackers’ intent, especially in Living-Off-the-Land (LOTL) attacks where
adversaries abuse legitimate tools through subtle parameter choices and execution
contexts.

To address these limitations, we investigate the use of LLMs for APT detection
from a code-level (command-level) perspective by analyzing the shell commands
executed by attackers. Directly analyzing shell commands preserves syntactic and
semantic details essential for identifying and explaining malicious intent in LOTL
attacks. Our work aims to address the following research questions: RQ1: Can
an LLM detect the presence of APT activity within a chronologically ordered
sequence of code snippets containing both benign and malicious operations?
Here, a code snippet refers to a single command line or a multi-line script block
captured in a discrete log entry by a host-based logging mechanism or a system
monitoring tool. RQ2: If an APT attack is detected in a sequence, can an
LLM accurately localize the specific snippets responsible for malicious behavior?
Accurate identification of malicious snippets can help reduce the workload for
security analysts by narrowing their focus to critical code. RQ3: For each
identified malicious snippet, can the LLM accurately map it to the corresponding
MITRE ATT&CK technique (referred to as “TTP mapping”)? RQ4: How do
prompt engineering strategies and domain knowledge (e.g., ATT&CK technique
descriptions) affect the LLM performance on these tasks?

In this paper, we propose LADE, an LLM-assisted APT Detection and
Explanation framework that analyzes executed code to identify and characterize
APT activity. LADE adopts a layered design that decomposes the APT detection
and explanation task into three sequential subtasks: attack detection, snippet-
level localization, and mapping to MITRE tactics, techniques, and procedures
(TTPs). Each subtask is handled by a dedicated LLM guided with structured
prompts, rubric-based reasoning, and domain knowledge. Because existing LLMs
are constrained by finite context windows, sequences that exceed this window
cannot be processed in a single pass. To overcome this limitation, we introduce a
segmentation-based approach that partitions sequences into manageable segments,
generates concise summaries for each segment, and propagates these summaries
across subsequent analyses, thereby preserving contextual continuity throughout
the full analysis.

A key obstacle in studying code-based APT detection is the scarcity of high-
quality datasets due to the stealthy nature of these attacks, privacy concerns, and
their prolonged, multi-stage attack life cycle. Consequently, we identified only one
suitable public dataset, AVIATOR [55], which simulates APT TTPs using MITRE
emulation plans in a realistic multi-machine environment. To complement this,
we constructed an additional dataset using Caldera [15] based on the ATT&CK
framework [16], incorporating additional emulation plans (Carbanak, FIN6, FIN7,
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and Menu Pass) and multiple adversary profiles to cover a broader range of
attack behaviors. Our data repository is available online1. A detailed discussion
of existing APT datasets is provided in Section 5.1.

We conducted experiments to evaluate the capability of LLMs in detecting
APT attacks. Our experimental results show that LLMs, when guided by rubric-
based prompts and supplemented with ATT&CK domain knowledge, achieve
robust performance across all tasks.

Our contributions are summarized as follows:

– We propose a framework that builds a full pipeline for LLM-based APT detec-
tion, localization, and TTP mapping over chronologically ordered sequences
of benign and malicious code snippets.

– We introduce a segmentation-based approach to analyze code snippet se-
quences that exceed the context window of LLMs, enabling iterative processing
while preserving contextual information.

– We developed an open-source dataset constructed from MITRE Caldera’s ad-
versary profiles and emulation plans (referred to as “Caldera-derived dataset”).

– Our evaluation results using the AVIATOR dataset and our Caldera-derived
dataset show that LLMs, when guided by rubric-based prompts and ATT&CK
domain knowledge, achieve robust performance on APT detection, snippet-
level localization, and TTP mapping.

Organization: The remainder of this paper is organized as follows. Section 2
provides background information on APT attacks, MITRE ATT&CK techniques,
and rubric-based prompt engineering. Section 3 provides an overview of our
framework, and Section 4 describes its detailed design. Section 5 reports the
experimental results. Related work is discussed in Section 6 and Section 7
concludes the paper and outlines future research directions.

2 Background

This section provides an overview of APT attacks, MITRE ATT&CK framework
and Rubric-based prompting.

APT Attacks: APT attacks are sophisticated cyberattacks characterized by
stealth, persistence, and long-term engagement with targeted systems. These
attacks typically unfold in multiple stages: (1) Initial Compromise, where the
attacker gains access; (2) Persistence, established through backdoors or remote
access tools; (3) Lateral Movement, enabling the attacker to navigate within
the network; and (4) Exfiltration, during which sensitive data is extracted [90].
Command-line interfaces such as PowerShell and Bash are commonly used in
APT operations, and their execution can be captured by host-based logging
mechanisms such as PowerShell Script Block Logging [63] and system monitoring
tools such as Linux Audit [74], Windows Sysmon [64], or CrowdStrike Falcon [28].

1 https://github.com/jgwak1/LADE
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T1136 (Create Account): Adversaries may create an account to maintain access to
victim systems. With a sufficient level of access, creating such accounts may be used to
establish secondary credentialed access that do not require persistent remote access tools
to be deployed on the system.
T1136.001 (Local Account): Adversaries may create a local account to maintain access
to victim systems. Local accounts are those configured by an organization for use by users,
remote support, services, or for administration on a single system or service. For example,
with a sufficient level of access, the Windows net user /add command can be used to
create a local account. On macOS systems the dscl -create command can be used to
create a local account. Local accounts may also be added to network devices, often via
common commands such as username, or to Kubernetes clusters using the kubectl utility.

Fig. 1: ATT&CK Technique Description Examples

MITRE ATT&CK: MITRE ATT&CK [16] is an open-source knowledge base of
adversarial behavior based on real-world threats and threat actors. It organizes
behavior into a hierarchy of Tactics, Techniques, and Procedures (TTPs): Tactics
represent adversary goals, Techniques describe how those goals are achieved, and
Procedures are specific implementations. Figure 1 gives an example of MITRE
ATT&CK technique description. Sub-technique “T1136.001 (Local Account)” [19]
is a variant of technique “T1136 (Create Account)” [18], describing how an
adversary creates a local account to gain persistent access. Throughout this
paper, we use the term “technique” to refer to both techniques and sub-techniques
unless otherwise noted.

Caldera’s attack simulations are derived from the MITRE Center for Threat-
Informed Defense, which maintains a comprehensive library of adversary emula-
tion plans. These plans are designed to help organizations assess their defenses
against real-world threats. Although the attacks are emulated, they are based on
real-world TTPs of known APT groups such as APT29, Blind Eagle, and others.

Rubric-Based Prompt Engineering: Providing rubrics to LLMs is a prompt
engineering strategy used in the education field for tasks such as automated
grading [85,94]. A rubric is defined as a set of assessment criteria, accompanied
by guidelines for application, with outcomes that can be categorical labels or
numerical scores. Providing rubrics to LLMs is well-suited for tasks where a
correct answer (ground truth) exists and answers can be assessed according to a
hierarchy of correctness or relevance. These assessment guidelines can range from
general measures, such as evaluating the semantic relevance between an input
and its ground truth, to more domain-specific analysis, such as assessing how
well an input aligns with criteria based on domain-specific knowledge.

3 Overview of LADE
In APT attacks, once a target host is compromised, attackers issue malicious
commands and scripts (APT code) from a Command and Control server. This code
is often transmitted using evasion techniques, such as encryption or fragmentation,
to avoid detection by network monitoring systems. Upon reaching the target, it is
decrypted, reassembled, and executed through command-line interfaces, where it
can be captured by host-based logging mechanisms and system monitoring tools.
In this work, we assume that these logging mechanisms are neither tampered
with nor disabled by attackers.
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Fig. 2: Architecture of LADE.

LADE employs the LLM to detect and explain APT activities in sequences
of code snippets captured by logging mechanisms. Figure 2 presents the overall
evaluation pipeline. We use a layered analysis approach that decomposes the
problem into three sequential subtasks: attack detection, snippet-level localiza-
tion, and mapping to MITRE tactics, techniques, and procedures (TTPs). Given
a sequence of code snippets, the LLM is first prompted to determine whether
the sequence exhibits behavior that indicates an APT attack. If an attack is
detected, the LLM is then instructed to identify the specific snippets responsible.
Each identified snippet is subsequently mapped to the top ten relevant MITRE
ATT&CK techniques (a process we refer to as “TTP mapping” or “TTP tagging”),
accompanied by an explanation describing the rationale for each mapping (called
“tagging summary”). These tagging summaries are evaluated using quantitative
metrics, including ROUGE and BERTScore. To reduce variability in LLM in-
ference, we constrain outputs using rubric-based prompts and aggregate results
across multiple independent runs when applicable. To analyze a sequence of code
snippets that exceed the LLM’s context window, we partition them into smaller,
manageable segments. Each segment is analyzed based on its own content and the
summaries of all preceding segments. By propagating summaries to subsequent
segments, we maintain contextual continuity across the entire sequence.

4 Design of LADE
This section presents the design details of LADE.

4.1 APT Detection

APT attacks typically unfold as a multi-step progression toward a malicious
objective, exhibiting both explicit data dependencies and implicit logical relation-
ships between actions. While some actions are clearly malicious, many leverage
dual-use Living-off-the-Land (LOTL) tools that appear benign in isolation but
collectively indicate malicious intent. Detecting such attacks requires reasoning
over relationships among multiple steps. To address this, we prompt the LLM to
analyze sequences of code snippets, identifying coordinated adversarial opera-
tions by considering both functional dependencies and higher-level patterns of
malicious behavior.

Prompt Design We adopt a zero-shot prompting strategy, providing the model
with instructions and domain-specific assessment criteria without in-context
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You are an expert cybersecurity analyst. Your task is to analyze a code sample
which consists of a chronological sequence of code snippets.
Assessment Criteria
– Attack: An “Attack” assessment indicates the sequence of code snippets

contains behaviors that provide concrete evidence of coordinated steps toward
an adversarial objective, supported by concrete, functional linkages between
those steps (e.g., data or process dependency). Do not treat mere
co-occurrence as a chain.

– Benign: A “Benign” assessment should be assigned to the sequence that
exhibit only routine or harmless behaviors. This includes potential
Living-off-the-Land (LOTL) behaviors: since LOTL commands are dual-use,
they should be considered Benign unless they are part of a functionally-linked
sequence that clearly indicates malicious activity.

First Step: Before beginning the analysis, you must identify and exclude any
behaviors that are known artifacts of the log-collection process, which should not
be considered part of the code’s operational behavior.
Known Artifacts: {known log-collection artifacts}

Provide your assessment using the following output format:

1. Ignored Log-Collection Artifacts: Explicitly list the specific log-collection
artifacts identified and excluded from the sequence of code snippets. If none
are present, state “None found”.

2. Reasoning: Based only on the remaining behaviors, provide your analysis.
Reference specific commands or actions and explain why they do or do not
constitute concrete evidence of a coordinated attack.

3. Final Assessment: Based only on the analysis in your ‘Reasoning’ field, assign
one of the following labels: “Attack” or “Benign”.

Code Sample: {code-sample}

Fig. 3: Prompt for APT detection.

examples. We choose zero-shot over few-shot prompting, because prior studies
indicate that few-shot prompting is highly sensitive to the choice of examples [53].
In tasks with limited labeled data, such as APT detection, the available examples
often lack sufficient diversity, which can lead to poorer performance compared
to zero-shot inference [33]. Figure 3 presents the APT detection prompt, which
guides the model’s analysis via three components:

– Artifact Filtering: Our experiments showed that LLMs may interpret
benign log-collection artifacts (e.g., auditing configuration and log exports)
as malicious. To mitigate this, we explicitly instruct the model to identify
and exclude known log-collection artifacts before performing any analysis.
This reflects realistic operational settings in which organizations are aware of
their logging configurations and can distinguish log-collection artifacts from
malicious activity.

– Chain-of-Thought (Reasoning-First): We use Chain-of-Thought prompt-
ing to guide the model to generate its analysis before producing the final
classification label. Generating the label first can lead to post-hoc rationaliza-
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Fig. 4: Segmentation-based detection.

tion [86], where explanations become conditioned on the predicted label rather
than grounded in observed evidence. By prompting reasoning first, decisions
are based on the analyzed behavior, resulting in more evidence-grounded
explanations.

– Verifiable Evidence: To reduce false positives arising from coincidental
sequences of benign or dual-use commands, we instruct the model to label an
input as an “attack” only when it identifies a functional link between snippets.
A functional link is an explicit and verifiable data or process dependency
(e.g., a file created by one snippet is later executed in another snippet). This
requirement ensures that detections are grounded in demonstrable malicious
behavior rather than inferred intent. We exclude “contextual links” (e.g.,
clustered discovery commands) at this stage, as they provide circumstantial
rather than verifiable evidence. Their interpretation is deferred to the local-
ization step (Section 4.2), which performs a more comprehensive, fine-grained
analysis of the full snippet sequence.

Majority Voting Across Multiple Runs LLMs can produce different out-
puts on different runs of the same input due to inherent randomness in non-
deterministic decoding. To reduce this variability, we run each experiment N
times (where N is an odd number), and the final label is determined via majority
voting. This approach captures the model’s overall consensus rather than relying
on a single stochastic prediction, and is well-suited for binary classification tasks
where outputs can be easily aggregated.

Beyond LLM Context Windows Current LLMs are constrained by a finite
context window size, which limits the amount of input they can process at
once. Some sequences in our dataset exceed this limit, making direct analysis
infeasible. To overcome this, we propose a segmentation-based approach (shown
in Figure 4), which enables the LLM to process long sequences iteratively while
maintaining contextual continuity. Sequences that exceed the LLM’s context
window are divided into multiple segments. Analysis begins with the first segment,
where the LLM determines whether it contains concrete evidence of an attack.
If such evidence is found, the sequence is labeled as malicious and the process
terminates. Otherwise, the LLM is instructed to generate a factual, chronological
summary of the segment, capturing key behavioral aspects. Subsequent segments
are analyzed in conjunction with the cumulative summary from previous segments.
By maintaining a compact running summary, this approach preserves contextual
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Category Description

Inherent
Malice Assign this label to Snippets that are malicious on their own, without

any surrounding context. Examples include: (a) Use of known malicious
tools (e.g., Mimikatz); (b) Presence of known Indicators of Compromise
(IOCs), such as hardcoded C2 domains, malicious IP addresses, or
malware file hashes; (c) Explicit obfuscation techniques (e.g., IEX) used
to conceal malicious commands.

Functional
Link Assign this label to snippets that are part of the attack due to a di-

rect functional dependency with another malicious snippet, such as: (a)
Writing data to a file or variable that another snippet later reads; (b)
Reading data produced by another snippet; (c) Executing a command
that directly enables another (e.g., Set-ExecutionPolicy -Bypass imme-
diately followed by execution of an unsigned script).

Contextual
Link Assign this label to dual-use (Living-off-the-Land) actions that are

benign in isolation, but have a plausible contextual connection to the
unfolding attack narrative. This is a temporal or logical link, not a data
dependency. For example: whoami or ipconfig immediately preceding
privilege escalation or lateral movement; net user issued alongside other
discovery or reconnaissance commands.

Benign/
Isolated Assign this to all other snippets. This is the default assessment for all

dual-use (LOTL) commands (e.g., whoami, ipconfig, tasklist) that
lack a clear Functional or Contextual link.

Table 1: APT domain-expertise informed rubric for pinpointing malicious snippets.

continuity while staying within the model’s context window limit. The process
continues until either an attack is detected or all segments are processed.

To reserve space for the prompt and the iteratively updated context summary,
segments are limited to 70% of the LLM’s maximum context window. This
threshold is computed using the model’s tokenizer to ensure precise segment
boundaries. Furthermore, segmentation boundaries are adjusted to avoid splitting
individual command-line entries or scripts.

4.2 Pinpoint Malicious Snippets
When an LLM detects a potential APT attack, we task it with identifying the
specific code snippets that lead to this classification. To ensure that the LLM’s
reasoning is consistent and aligned with expert analytic practice, we provide
it with a domain-informed rubric that specifies the criteria for classifying each
snippet (shown in Table 1). A snippet is classified as malicious under three
categories: (1) Inherent Malice (a snippet is malicious on its own, such as known
hack tools, similar to signature-based detection [78]); (2) Functional Link (a
snippet has a direct functional dependency on another malicious snippet, aligning
with provenance-based detection methods [46]); and (3) Contextual Link (a
snippet is temporally or logically connected to the surrounding attack sequence,
consistent with event correlation and sequential analysis [68]). Snippets that are
dual-use but lack any of these links are labeled Benign/Isolated.
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Before applying the rubric, we instruct the LLM to filter out known log-
collection artifacts so they are not mistakenly classified as malicious. The LLM
is then asked to examine the entire snippet sequence, labeling each snippet
according to one of the categories defined in Table 1. We also instruct the LLM
to justify why a dual-use command is classified as benign. After completing this
rubric-guided assessment, the LLM produces a structured output listing only the
snippets it classifies to be malicious, along with their assigned rubric categories.

4.3 TTP Mapping
Following the localization phase, the final step is to map the identified snippets
to MITRE ATT&CK techniques (i.e., “TTP mapping”) to provide standardized
intelligence about adversary behavior. Precise technique attribution is often
ambiguous because tactically distinct behaviors can exhibit highly similar code-
level characteristics. For example, T1105: Ingress Tool Transfer [84] and T1048:
Exfiltration Over Alternative Protocol [83] commonly rely on comparable network
utilities or APIs. Limiting the output to a single prediction risks missing the
correct technique when the model’s confidence is divided among similar candidates.
Moreover, technique attribution often requires semantic matching between snippet
behavior and the official ATT&CK technique descriptions, which is difficult to
capture with keyword/rule matching alone. To address this issue, we prompt the
LLM to produce a ranked list of the top 3 and top 10 candidate mappings, each
accompanied by a natural-language rationale grounded in the provided technique
descriptions.

The accuracy of this ranking depends on the model’s ability to correctly
interpret the semantics of each ATT&CK technique. While LLMs possess internal
knowledge of the ATT&CK framework, they can be prone to hallucinations
and may rely on outdated information [20,92]. To mitigate this, we supply the
LLM with up-to-date MITRE ATT&CK technique descriptions [17] as external
domain knowledge during inference (Prompt 1 in Figure 6). We adopt inference-
time knowledge augmentation rather than fine-tuning because the number of
ATT&CK techniques is relatively small (approximately 656), which is insufficient
to fine-tune the LLM effectively without risking overfitting.

Behavior Description Generation Directly mapping raw code snippets to
MITRE ATT&CK techniques may create a granularity mismatch, as MITRE
ATT&CK technique descriptions provide high-level concepts and representative
examples rather than exhaustive implementation details. To address this, we
introduce an intermediate analytical step that instructs LLMs to produce a
behavioral description for each snippet that matches the structure and level
of abstraction of the ATT&CK descriptions. As illustrated in Figure 5, each
LLM is instructed to identify core functions, I/O operations, system interactions,
and potential administrative utilities in the code snippet (Steps 1–3). This step
produces an objective description of the code snippet’s underlying operational
behavior. The LLM then abstracts these details into a high-level behavioral
description (Step 4), generating a narrative aligned with MITRE’s linguistic
and conceptual style. By focusing on behavioral intent rather than the low-level
implementation specifics, this step reduces the semantic gap between code-level
actions and ATT&CK’s technique taxonomy. Our experimental results show that
this intermediate step yields modest improvements for most models.
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Behavior description generation (4-step process)

Initial Prompt: Generate a behavioral description of the code snippet that mirrors
the style and tone of an official MITRE technique description. (The initial prompt
only presents the code and asks for acknowledgment.)

Code snippet: {code-snippet}
Steps:

1. Identify Core Function(s) Identify the snippet’s core function(s) in plain
technical language, including the platform(s), required privileges, and any
relevant artifacts (e.g., APIs, commands, flags, or paths) when present.

2. Describe I/O and Outcomes Describe the snippet’s inputs, outputs, and
resulting actions (e.g., scheduling tasks, querying data, reading or writing files).

3. Summarize Actions Summarize the snippet’s actions and the system com-
ponents that enable them. Include prerequisites or limitations only when
indicated, and briefly note any plausible benign or administrative use if clearly
evident. Maintain an objective and analytical tone throughout.

4. Produce Final Narrative Produce the refined behavioral description as a
narrative prose. The description must abstract the ‘what’ (mechanisms/actions)
into a higher-level behavioral objective, based on prior findings from Steps 1–3.
Incorporate relevant identifiers (e.g., commands, paths, registry keys), and
system-level interactions to mimic an official MITRE ATT&CK description
without any direct mention of TTPs (tags, IDs, or technique names).

Fig. 5: Prompts for behavior description generation.

MITRE ATT&CK Technique Identification We use the prompt structure
shown in Figure 6 to guide the LLM in mapping snippets identified as APT to
MITRE ATT&CK techniques. The LLM follows a structured reasoning process.
First, it analyzes the input and identifies all potentially relevant techniques based
on the official technique descriptions. Second, it assesses the semantic alignment
between the input and each candidate technique using a five-level rubric, ranging
from Score 5 (Excellent) for strong evidence to Score 1 (Minimal) for weak or
ambiguous associations. The LLM then ranks the techniques in descending order
of alignment scores, breaking ties by prioritizing techniques supported by more
specific evidence. The final output consists of the top 3 or top 10 techniques, each
accompanied by a structured tagging summary. We further instruct the LLM
to provide a rationale for each mapping, including the assigned alignment score,
a natural-language explanation of its relevance, and a direct citation (relevant
excerpt) from the supplied domain knowledge.

4.4 Evaluation of Tagging Summary
We evaluate the tagging summary using the following three sequentially dependent
evaluation criteria.

– C.1: “Relevant Excerpt” accurately reflects the content in the “Cited Source”.
– C.2: “Relevant Excerpt” is indeed relevant to the “Behavior Description”.
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Prompt 1 (optional): Domain Knowledge
{official MITRE ATT&CK technique descriptions}

Prompt 2: Main Task
You are an expert cybersecurity analyst specializing in threat detection and the
MITRE ATT&CK framework.

Task Instructions: You will be provided with either a behavioral description
or a code snippet. Your task is to analyze it and map it to the ten most relevant
MITRE ATT&CK techniques. Follow this specific reasoning process:

1. Analyze and Identify: Using the provided behavioral description or code
snippet, along with official MITRE ATT&CK technique descriptions, identify
all potentially relevant techniques. Do not limit the initial selection to ten.

2. Score Alignment: For each identified technique, assign an alignment score
from 1 (Minimal) to 5 (Excellent) according to the rubric below.

3. Sort by Alignment: Sort all identified techniques in descending order
based on their alignment score.

4. Break Ties: If multiple techniques share the same score, perform a relative
assessment to determine their order.

5. Select Top 10: Select the top 10 techniques from the sorted list.
6. Format Output: Present the top 10 techniques in the required output

format in Rank 1–10 order.

Alignment Score Rubric

– 5: Excellent alignment, with compelling evidence supporting the match.
– 4: Strong alignment, with significant supporting evidence and only minor

uncertainties.
– 3: Adequate alignment, with sufficient evidence, though some discrepancies

remain.
– 2: Limited alignment, where some shared elements exist, but ambiguities

weaken the match.
– 1: Minimal alignment, with only general traits and weak supporting evi-

dence.

Required Output Structure (for each of the 10 techniques):

– Rank: <N>
– Tag: Technique-ID: Technique-Name
– Explanation: Provide a clear justification.
– Alignment Score: Score 1–5.
– Cited Source: Provide a precise reference.
– Relevant Excerpt: Include an excerpt supporting the match.

Fig. 6: Prompts for TTP mapping.

– C.3: “Tagging Explanation” reflects both “Behavior Description” and “Rele-
vant Excerpt” in justifying the tag.

Criterion C.1 assesses the factual alignment between the excerpt and the corre-
sponding MITRE ATT&CK domain knowledge from the cited source. Criteria
C.2 and C.3 evaluate the semantic alignment of the excerpt to the behavior
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Table 2: APT detection performance
gpt-oss
120B

Llama-3.3
70B

Mistral
Small-3.2

Gemini
2.5 Pro

Dataset Category F1 Acc. F1 Acc. F1 Acc. F1 Acc.

AVIATOR
Unsegmented 0.842 0.842 0.836 0.842 0.815 0.818 0.824 0.803
Segmented 0.800 0.889 0.800 0.889 0.667 0.778 0.572 0.500
Total 0.839 0.849 0.833 0.849 0.800 0.813 0.800 0.776

2:1 Caldera-derived Total 0.970 0.970 0.900 0.910 0.954 0.955 0.952 0.955

description and the coherence of the tagging explanation. Each criterion is evalu-
ated with standard quantitative metrics such as ROUGE and BERTScore, as
detailed in Section 5.5.

5 Experimental Results
This section presents our dataset and evaluation results. We evaluated and
compared the performance of four widely used LLMs (gpt-oss-120B, Llama-3.3-
70B, Mistral-Small-3.2-24B, and Gemini-2.5-Pro) on the proposed tasks. For each
model, we developed automated scripts that submit prompts via the model’s
API, collect outputs, and record response times. Each experiment was repeated
five times as independent runs, except for the malicious snippet localization
task, which was run twice due to the time required for result verification. For
APT detection, we aggregate the outputs of five runs using majority voting
(Section 4.1) to mitigate LLM stochasticity. For malicious snippet localization
and TTP mapping, we compute metrics for each run and report the mean
performance across runs. We also report the standard deviation to quantify
run-to-run variability.

5.1 Dataset
A key obstacle in studying code-based APT detection is the scarcity of high-
quality datasets due to the stealthy nature of these attacks, privacy concerns, and
their prolonged attack life cycle. Many existing approaches for APT detection
are based on system audit logs, which typically do not include the command
lines invoked on host machines. For example, DARPA TC E3 and E5 [21, 22]
provide custom formatted audit logs without command line fields. Some APT
detection datasets include system audit logs containing command-line fields,
such as the Linux APT Dataset [44], DARPA OpTC [7], ATLAS-v2 [76], and
PublicArena [4]. However, these datasets rely on system events such as Linux
audit logs or Windows ETW events to capture command lines. While these events
record commands that invoke executable files, they do not capture native shell
built-in commands, such as PowerShell cmdlets or Bash built-ins. Because these
built-ins are frequently used in Living-off-the-Land (LOTL) techniques during
APT attacks, these datasets are insufficient for our approach. Other datasets,
such as DAPT2020 [67], consist primarily of network logs where command-
line information is not available. In addition, many approaches for detecting
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malicious or anomalous activity directly from logged commands or scripts rely on
proprietary enterprise datasets [56, 88]. Publicly available datasets [35, 48, 52,79]
mostly consist of Unix shell commands collected for tasks such as masquerade
detection or privilege escalation analysis. These datasets are largely outdated and
often contain truncated commands that omit flags and subshells due to privacy
restrictions, limiting their usefulness for modern APT detection.

The only publicly available dataset we found that is well aligned with our
tasks is AVIATOR [55]. This dataset contains eight attack scenarios, covering
multiple variants and extended executions of four MITRE emulation plans:
APT29, OilRig, Sandworm, and Wizard Spider. AVIATOR contains logs for both
attack and benign activity, from which we derive 35 attack sequences and 32
benign sequences. These sequences are constructed by extracting command-line
entries from system event logs (e.g., Sysmon process creation events) and script
blocks from PowerShell audit logs (e.g., Event ID 4104, Script Block Logging).
We define each extracted command-line entry or script block as a code snippet,
the atomic unit of our analysis. Code snippets range from single-line commands
to multi-line script blocks. We then sort and aggregate snippets by timestamp to
form chronological sequences. On average, each sequence derived from AVIATOR
contains approximately 990 snippets, with each snippet comprising an average
of 4.8 non-empty lines of code. Across AVIATOR attack samples, the median
and mean ratios of benign to APT snippets are 42 : 1 and 113 : 1, respectively,
indicating that a relatively small number of APT snippets are embedded within
a much larger volume of benign activity.

To cover additional MITRE ATT&CK emulation plans absent in AVIATOR
(i.e., Carbanak, FIN6, FIN7, and Menu Pass), we constructed a dataset using
Caldera adversary profiles and APT emulation plans (referred to as “Caldera-
derived dataset”). In addition, we use multiple Caldera adversary profiles to
cover a broader range of attack behaviors. We extracted APT code snippets
directly from the command field of each attack step. To mimic the visibility of
PowerShell Script Block Logging, we augmented each extracted snippet with its
resolved code, which includes the source code of any invoked external functions
where applicable. We have also excluded commands intended for execution on the
attacker’s machines, and ensured that all snippets within a sequence are intended
for execution on the victim machine. These APT snippets were interleaved with
benign snippets randomly sampled from a pool of 744 code snippets aggregated
from three public PowerShell repositories [31,41,60].

In addition, we generated two sets of APT-labeled sequences derived from
Caldera, each containing 33 sequences: a 2 : 1 benign-to-APT ratio setting
for controlled evaluation, and a 10 : 1 ratio setting to assess the impact of
increased benign noise. In both sets, APT snippets are inserted at random
positions among benign snippets while preserving the sequential dependencies of
the attack steps. Each set comprises 20 sequences whose APT code snippets are
derived from adversary profiles, with each sequence containing approximately
4 APT snippets. Each set also includes 13 sequences derived from MITRE
emulation plans, consisting of 5 lateral-movement sequences (each with about 6
APT snippets) and 8 multi-stage attack sequences (each with roughly 25 APT
snippets). The number of benign snippets per sequence is determined by the
specified benign-to-APT ratio.
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For balanced evaluation, we also constructed 33 benign-labeled sequences
that match the sequence-length distribution (i.e., the number of snippets per
sequence) of the APT-labeled set, using the same benign code pool described
above. On average, the snippets contain 6.1 non-empty lines of code. Preprocessing
steps involved removing comments and print commands to avoid inadvertently
revealing malicious intent. In addition, we replaced metadata placeholders (e.g.,
IP-address) with arbitrary but realistic values, and our dataset contains no
personally identifiable information.

The above two datasets present complementary challenges. AVIATOR, which
serves as the more realistic setting, combines executable-file commands and
native shell built-ins collected from a realistic operational environment, making
it challenging to identify sparse APT code snippets hidden among large vol-
umes of benign administrative activity and real-world noise. In contrast, our
Caldera-derived dataset, which provides a more controlled setting and relies
mainly on native built-in commands for both benign operations and multi-step
APT sequences, requires the model to distinguish malicious activity that closely
resembles benign command sequences.

5.2 APT Detection
To address RQ1, we evaluated the ability of the four LLMs to distinguish
APT-labeled sequences from benign ones. As discussed in Section 4.1, we applied
majority voting across five independent runs to mitigate the inherent stochasticity
of LLM outputs. Results for both datasets are reported in Table 2. Several
sequences from AVIATOR exceed the LLMs’ context windows and were processed
using the segment-based method described in Section 4. In contrast, all sequences
in the Caldera-derived dataset fit within the context window due to their smaller
average size (Section 5.1). Because each model uses a different tokenizer, the
number of AVIATOR sequences requiring segmentation varies across LLMs.
Mistral-Small-3.2-24B required segmentation for 12 sequences, compared to
10 for both gpt-oss-120B and Llama-3.3-70B (all with 128k windows and an
effective segment limit of ≈ 89, 600 tokens). Gemini-2.5-Pro (1M window) required
segmentation for only 6 sequences.

Table 2 reports the F1 score and detection accuracy for the 2:1 Caldera-
derived dataset and AVIATOR dataset. All models achieve strong performance
on the 2:1 Caldera-derived dataset (F1/Accuracy > 90%). Under the 10:1 setting,
performance decreases: gpt-oss-120B achieves an F1 score of 0.812 and an accuracy
of 0.803, Gemini-2.5-Pro has an F1 score of 0.866 and an accuracy of 0.864, and
Mistral-Small-3.2-24B exhibits a larger drop (F1 0.700, Accuracy 0.712). These
results suggest that heavier benign noise makes detection more challenging.

On the AVIATOR dataset, all models achieved moderate results, consistent
with AVIATOR presenting a more difficult detection setting in which APT activity
is embedded within a substantially larger volume of benign activities. Within
the AVIATOR dataset, performance on unsegmented samples was consistently
strong, with all models exceeding 0.8 in both F1 and Accuracy. In contrast,
segmented samples introduced notable variability: gpt-oss-120B and Llama-
3.3-70B maintained performance above 0.8, whereas Mistral-Small-3.2-24B and
Gemini-2.5-Pro performed considerably worse. This suggests that summary
propagation may lose or condense contextual details over time. Across segmented
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Table 3: Pinpoint malicious snippets performance

Dataset Metric
gpt-oss
120B

Llama-3.3
70B

Mistral
Small-3.2

Gemini
2.5-Pro

AVIATOR
Precision 0.771 0.720 0.610 0.752
Recall 0.835 0.574 0.746 0.935

2:1 Caldera-derived
Precision 0.767 0.741 0.669 0.861
Recall 0.751 0.617 0.712 0.792

samples, most misclassifications were false positives, meaning that at least one
segment of a benign sequence was incorrectly labeled as malicious. However, even
in these cases, the vast majority of benign segments were correctly classified as
benign.

We have also analyzed the consistency of predictions across the five indepen-
dent runs. On average, 76.3% of predictions were unanimous (5-0), 13.8% showed
strong consensus (4-1), and 10% of cases resulted in split decisions (3–2).

5.3 Pinpointing Malicious Snippets
To address RQ2, we evaluated the accuracy of LLMs in pinpointing specific
malicious snippets within sequences correctly detected as attacks. Table 3 sum-
marizes the performance of the four LLMs in localizing malicious snippets. We
report average precision (the proportion of predicted malicious snippets that are
truly malicious) and average recall (the proportion of all ground-truth malicious
snippets correctly identified). On the Caldera-derived dataset, Gemini-2.5-Pro
achieved the highest overall performance, followed by gpt-oss-120B. Both models
outperformed Llama-3.3-70B and Mistral-Small-3.2. On the AVIATOR dataset,
which features longer sequences and sparser APT code snippets, gpt-oss-120B
achieves the highest precision, whereas Gemini-2.5-Pro achieved the highest recall.
This indicates that Gemini-2.5-Pro demonstrates robust pinpointing performance
even in the presence of substantial benign noise. Qualitative analysis suggests
that false positives are primarily driven by spurious contextual links, in which
benign dual-use commands are mistakenly interpreted as part of the attack chain.
For example, a benign command such as tasklist.exe was occasionally flagged
as malicious solely because it occurred immediately prior to a true attack step
(e.g., m64.exe), indicating that simple co-occurrence was incorrectly treated as
evidence of a contextual link. In addition, we observe higher consistency in results
across multiple runs for Gemini-2.5-Pro and gpt-oss-120B (standard deviation
σ ≈ 0.01) compared to Llama-3.3-70B and Mistral-Small-3.2-24B (σ ≈ 0.03) for
both metrics, where lower σ indicates more stable outputs across runs.

5.4 TTP Mapping
To address RQ3 and RQ4, we evaluated the TTP mapping performance of four
LLMs using all distinct APT snippets extracted from the AVIATOR and Caldera-
derived datasets. Each snippet was mapped to the top 10 and top 3 relevant
ATT&CK techniques. Performance was measured using multiple ranking metrics
– Mean Reciprocal Rank (MRR), Hit Rate (HR), and Normalized Discounted
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Cumulative Gain (NDCG) – to provide a balanced evaluation, where higher
scores indicate more accurate mappings.

– Mean Reciprocal Rank (MRR): Mean 1
rank of ground-truth technique

across snippets (0 if not in top 10/3). MRR favors higher ranks.
– Normalized Discounted Cumulative Gain (NDCG): Mean 1

log2(rank+1)

of ground-truth technique across snippets (0 if not in top 10/3). NDCG
imposes a softer penalty for lower ranks than MRR.

– Hit Rate (HR): The fraction of snippets for which the ground-truth tech-
nique appears in the top 10/3 predictions. HR measures coverage without
penalizing lower-ranked but correct placements.

We evaluate the benefit of incorporating MITRE ATT&CK technique de-
scriptions as an external knowledge base by comparing performance across three
settings: (1) no domain knowledge, (2) coarse-grained knowledge containing de-
scriptions of the 203 techniques, and (3) full knowledge covering all 203 techniques
and 453 sub-techniques. While coarse-grained descriptions fit within standard
context windows, the full knowledge exceeds them. To address this, we prompted
gpt-oss-120B to generate summaries of the full knowledge, while trying to preserve
essential semantic and operational details.

The MRR, HR, and NDCG scores for mapping to top 3 and top 10 relevant
ATT&CK techniques are presented in Table 5 and Table 4. Each reported value
represents the average over five independent runs. The standard deviations,
ranging from 0.01 to 0.04, indicate that the results are consistent across runs.

The tables show that performance when mapping to the top 3 ATTCK
techniques is consistently lower than when mapping to the top 10 techniques. In-
corporating domain knowledge consistently improves performance. Coarse-grained
knowledge yields performance gains across all models. Summarized full knowledge
produces mixed outcomes: it improves performance for gpt-oss-120B but leads to
worse results for the other models compared to coarse-grained knowledge. This
discrepancy likely reflects an inductive bias: since the summaries were generated
using gpt-oss-120B, they may be structurally aligned with its architecture while
introducing information loss that negatively affects other models. In the future,
we plan to investigate whether generating domain-knowledge summaries using
the same LLM as the one being evaluated can improve performance.

We also compare two tagging approaches: (1) behavior-description tagging,
in which the model first generates a natural-language description of the code’s
behavior before performing TTP mapping (i.e., code → behavior description
→ TTP mapping), and (2) direct code tagging, in which the model maps code
snippets to TTPs without an intermediate behavior description generation step
(i.e., code → TTP mapping). As shown in Table 4, behavior-description tagging
performs similarly or better across all models. This suggests that generating
an intermediate behavior description slightly helps bridge the semantic gap
between low-level code operations and the higher-level TTP concepts. In addition,
Gemini-2.5-Pro and gpt-oss-120B significantly outperform Llama-3.3-70B and
Mistral-Small-3.2-24B across all metrics. Among them, Gemini-2.5-Pro performs
best with coarse-grained domain knowledge. An MRR of 0.812 for top 10 mapping
suggests that the ground-truth technique ranks highly, on average appearing
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Table 4: TTP mapping performance at Top-10 across three domain-knowledge
(DK) levels: No DK, Coarse-grained DK, and Full (Summarized) DK.

No DK Coarse DK Full (Summ.) DK

Input Model MRR HR NDCG MRR HR NDCG MRR HR NDCG

Behavior
Desc.

gpt-oss-120B 0.700 0.926 0.755 0.718 0.926 0.764 0.751 0.943 0.798
Llama-3.3-70B 0.440 0.607 0.481 0.558 0.795 0.615 0.438 0.662 0.492
Mistral-Small-3.2 0.502 0.630 0.534 0.657 0.777 0.687 0.636 0.729 0.659
Gemini-2.5-Pro 0.782 0.950 0.823 0.803 0.961 0.841 0.784 0.963 0.827

Direct
Code

gpt-oss-120B 0.683 0.926 0.746 0.715 0.926 0.767 0.734 0.926 0.781
Llama-3.3-70B 0.420 0.607 0.466 0.509 0.738 0.564 0.324 0.559 0.381
Mistral-Small-3.2 0.398 0.591 0.445 0.592 0.742 0.630 0.502 0.649 0.538
Gemini-2.5-Pro 0.768 0.936 0.803 0.812 0.952 0.847 0.785 0.954 0.826

within the top two positions. The NDCG metric, which penalizes lower-ranked
correct techniques less severely than MRR, also indicates strong performance
(0.847). A high Hit Rate of 0.952 further confirms that Gemini-2.5-Pro ranks the
correct technique within the top 10 positions in approximately 95% of cases.

During our experiments, we observe that when a key indicator is omit-
ted in the intermediate behavior description, the mapping can become overly
generic. For example, consider a Run-key persistence command such as reg add
"... \CurrentVersion\Run" /v "Updater" /d "C:\Temp\calc.exe". If the
registry path ...\CurrentVersion\Run (a key signal of autostart persistence)
is omitted, the behavior may be incorrectly mapped to T1112 (Modify Registry)
instead of the correct T1547.001 (Registry Run Keys). This example shows that
an LLM’s ability to preserve key indicators in behavior descriptions is essential
for distinguishing between closely related techniques.

5.5 Evaluation of Tagging Summary

We evaluate tagging summaries generated using behavior description tagging
with coarse-grained domain knowledge, chosen for its strong performance across
models (Table 4). To assess the quality of these summaries, we apply the three
sequentially dependent evaluation criteria (C.1–C.3) introduced in Section 4.4.

We define the candidate and reference pairs for each criterion as follows:

– C.1 (Excerpt Validity): The candidate is the extracted excerpt; the refer-
ence is the cited source text. This measures whether the excerpt faithfully
appears in the source.

– C.2 (Excerpt-Behavior Alignment): The candidate is the extracted
excerpt; the reference is the behavior description. This measures whether the
excerpt conceptually supports the described behavior.

– C.3 (Explanation Alignment): The candidate is the tagging explanation;
the reference is the combination of the behavior description and the excerpt.
This evaluates if the explanation effectively aligns with both.

We evaluate tagging summaries for samples where LLMs successfully identify
the ground-truth technique. We report precision for both ROUGE-1 [51] (unigram
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Table 5: TTP mapping performance at Top-3 across three domain-knowledge
(DK) levels: No DK, Coarse-grained DK, and Full (Summarized) DK.

No DK Coarse DK Full (Summ.) DK

Input Model MRR HR NDCG MRR HR NDCG MRR HR NDCG

Behavior
Desc.

gpt-oss-120B 0.678 0.825 0.714 0.698 0.832 0.726 0.732 0.840 0.760
Llama-3.3-70B 0.425 0.524 0.450 0.528 0.623 0.552 0.413 0.529 0.443
Mistral-Small-3.2 0.490 0.563 0.510 0.645 0.717 0.663 0.627 0.674 0.639
Gemini-2.5-Pro 0.764 0.883 0.795 0.800 0.887 0.822 0.766 0.862 0.791

Direct
Code

gpt-oss-120B 0.661 0.820 0.701 0.695 0.814 0.725 0.717 0.836 0.748
Llama-3.3-70B 0.396 0.492 0.421 0.481 0.584 0.507 0.298 0.416 0.328
Mistral-Small-3.2 0.374 0.471 0.400 0.584 0.701 0.614 0.485 0.560 0.504
Gemini-2.5-Pro 0.764 0.848 0.786 0.787 0.887 0.827 0.766 0.853 0.788

overlap) and BERTScore [98] (semantic similarity), as our criteria focus on how
well the candidate reflects or aligns with the reference content.

Table 6 presents the results. Excerpt Validity (C.1) shows high ROUGE
scores, indicating that the snippets extracted by the LLMs faithfully appear in
the original text. Gemini-2.5-Pro achieves near-perfect extraction fidelity (0.99),
while the other models achieve slightly lower scores (0.92–0.94). The comparatively
lower BERTScore values (0.77–0.85) result from the length mismatch between
short extracted excerpts and their longer source passages, which shifts embedding
representations even when lexical overlap is substantial.

Excerpt-Behavior Alignment (C.2) yields the lowest scores. This is expected,
as the candidate (extracted excerpt) and reference (code-derived behavior de-
scription) operate at different levels of abstraction. The behavior descriptions
captures a specific implementation of the technique, whereas the extracted ex-
cerpt defines the general technique class or a representative implementation. As
a result, ROUGE-1 scores (0.51–0.65) are constrained by limited lexical overlap
between these distinct narrative levels. In contrast, the moderate BERTScore
values (0.61–0.66) indicate that the extracted excerpts still capture the underlying
semantics of the behaviors, supporting the presence of a valid conceptual link
despite vocabulary differences.

Explanation Alignment (C.3) scores consistently fall between those of C.1
and C.2. Most models achieve high ROUGE-1 scores (0.79–0.80), indicating that
their explanations (candidates) often closely mirror the language of the behavior
descriptions and excerpts (references). Gemini-2.5-Pro is a notable exception, with
lower ROUGE (0.67) and BERTScore (0.64) values. This suggests a qualitative
difference in its generation style: Gemini-2.5-Pro tends to produce more abstract
or paraphrased explanations, resulting in reduced lexical and embedding overlap
with the behavior descriptions and excerpts compared to other models.

5.6 LLM Response Time

LLM response times are influenced by multiple factors, including server location,
available computational resources, network latency, model size, system load,
and prompt length. In our experiments, all models were accessed via official or
third-party APIs. The average response time varies considerably across different
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Table 6: Evaluation of tagging summaries generated by LLMs.

Model

C.1
Excerpt
Validity

C.2
Excerpt-Behavior

Alignment

C.3
Explanation
Alignment

ROUGE BERTSc. ROUGE BERTSc. ROUGE BERTSc.

gpt-oss-120B 0.92 0.77 0.59 0.63 0.79 0.69

Llama-3.3-70B 0.93 0.78 0.65 0.66 0.79 0.69

Mistral-Small-3.2 0.94 0.84 0.55 0.63 0.80 0.69

Gemini-2.5-Pro 0.99 0.85 0.51 0.61 0.67 0.64

models and tasks. Llama-3.3-70B demonstrated the fastest average latencies,
with 17.3 seconds for detection, 32.5 seconds for pinpoint, and 43.7 seconds
for TTP Mapping, totaling 93.5 seconds. gpt-oss-120B followed closely, with a
total response time of 97.6 seconds. Gemini-2.5-Pro and Mistral-Small-3.2-24B
exhibited higher latencies, with total response times of 206.3 seconds and 237.1
seconds, respectively.

6 Related Work

Conventional Approaches for APT Detection Traditional APT detection tech-
niques primarily rely on signature-based or rule-based mechanisms that match
predefined patterns of malicious behavior [34,95] or employ statistical anomaly de-
tection methods [42,62]. These approaches have been applied to a variety of data
sources, including network traffic [57, 87], system provenance graphs [38, 65], and
code artifacts [9,82]. However, these approaches rely on manual rules about normal
behavior, which makes them prone to high false-positive and false-negative rates,
especially when dealing with stealthy or previously unseen attack strategies [47].

Recent advances incorporate machine learning (ML) to capture complex
behavioral patterns for improved APT detection. Prior work employs classical ML
models such as SVMs [12], Random Forests [24], and clustering-based methods [36],
as well as deep learning architectures including LSTMs [27], CNNs [25], GNNs [75],
and Bayesian neural networks [3]. Although these approaches generally achieve
higher detection performance than traditional rule-driven systems [1], they often
require extensive training data and computational resources. Moreover, while
many ML-based techniques support post-hoc interpretability using tools such
as SHAP and LIME [37, 66] or counterfactual explanation [91], the resulting
explanations, such as feature attribution scores, often remain low-level and
abstract. As a result, analysts still need to invest substantial manual effort to
interpret these low-level outputs to infer the intent of attacker.

Prior research on code-level analysis has applied static analysis, dynamic
analysis, or machine learning to suspicious scripts or binaries [11,30,77] for APT
detection. However, these approaches generally focus on detecting APT activities
within individual programs and do not capture the sequential progression of
APT attacks, which typically unfold as sophisticated, multi-stage operations
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involving the execution of a sequence of commands or scripts on a victim’s system.
Other research has focused on detecting malicious activities using rule-based
approaches [80,81] or by mapping these activities to MITRE ATT&CK techniques
through similarity measures [70]. However, none of them explored the use of
LLMs for APT attack detection and explanation.

LLM for Cybersecurity LLMs have been used for various cybersecurity tasks [97],
including vulnerability discovery [6, 54, 59], program repair [69], anomaly de-
tection [45], secure code generation [89], threat intelligence [39], malware de-
tection [29,71], penetration testing [14], cyber espionage [5], and security CTF
solving [61]. A few recent works have explored using LLMs for APT detection.
APT-LLM [8] encodes process-behavior descriptions from system logs using
encoder-only LLMs for anomaly detection. APTSniffer [93] applies retrieval-
augmented generation by extracting relevant sequences from encrypted traffic to
construct few-shot prompts for APT detection. SHIELD [32] analyzes suspicious
nodes in provenance graphs derived from system logs and employs chain-of-
thought prompting to detect malicious processes and generate attack summaries;
however, its explanations primarily describe low-level events (e.g., a process
writing to a file), which may not fully capture attacker intent. Works in [2,10,73]
extract TTPs from unstructured text, such as threat intelligence reports. In
contrast, we identify TTP techniques in APT code snippets. RACONTEUR [23]
generates behavioral descriptions of malicious shell commands using a fine-tuned
local LLM and maps these descriptions to MITRE ATT&CK techniques. Cmd-
Caliper [40] leverages LLMs to synthesize a command-line similarity dataset
for training an embedding model, which is evaluated on a limited set of TTPs.
However, these works do not account for chronologically ordered shell commands
in APT attacks nor do they perform APT detection or localization.

7 Conclusion

In this paper, we propose LADE, an LLM-assisted framework for analyzing
sequences of code snippets to identify APT activities. We have shown that
LLMs have the capability to identify APT-related behaviors, localize malicious
code components, and map them to MITRE ATT&CK TTPs. To address the
scarcity of real-world APT data, we created an open-source dataset based on
Caldera adversary profiles and emulation plans. Experimental results show that,
when guided by rubric-based prompts and enriched with ATT&CK knowledge,
LLMs achieve strong performance in detection, localization, and TTP mapping,
highlighting their potential as practical tools for APT detection and explanation.

In the future, we plan to evaluate an approach in which each LLM summarizes
the MITRE ATT&CK techniques and sub-techniques to construct its own domain
knowledge, and to explore the use of retrieval-augmented generation (RAG) to
access the full MITRE knowledge base without the information loss inherent in
LLM-generated summaries.
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Appendix

This appendix provides examples referenced in the main text.
To detect APT-related activities, we employ Chain-of-Thought prompting to

guide the model in generating its analysis prior to producing the final classification
label. Figure 7 presents an example generated by Gemini-2.5-Pro. The left
subfigure contains the prompts, while the right subfigure shows the model’s
response, in which it first analyzes the code for APT-related activities and
subsequently provides the classification label.

Fig. 7: Example of Explanation for APT Detection.

Figure 8 presents an example tagging summary generated by Gemini-2.5-Pro.
The left subfigure provides the code snippet to be mapped to a TTP, along
with the behavior description generated by the LLM. The right subfigure shows
the top TTP technique the LLM identified for this code snippet, along with an
explanation, alignment score, and the relevant excerpt.
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Fig. 8: Example of MITRE ATT&CK Tagging Summary.
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