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Cloud providers Tenants
Rent Virtual Machines (VMs) Operate cloud infrastructures VM

VM VM
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Benefits: 

Economical virtual machines

Elasticity
…

Challenges: 

Performance issues

Security concerns
…

Cloud providers Tenants
Rent Virtual Machines (VMs) Operate cloud infrastructures VM

VM VM
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Scheduler
PolicyConsumers Resources
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Scheduler
PolicyConsumers Resources

Task #2

Task #1
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Memory

Last Level Cache (LLC) or L3

Network Adapter HDD/SSD Storage

Core #1 …

Big-picture of a commodity server

Core #N

VM1 VM2
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Resource contention between 

Virtual Machines (VMs)
Memory

Last Level Cache (LLC) or L3

Network Adapter HDD/SSD Storage

Core #1 …

Big-picture of a commodity server

Core #N

VM1 VM2
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Ø

•

Resource contention between 

Virtual Machines (VMs)
Memory

Last Level Cache (LLC) or L3

Network Adapter HDD/SSD Storage

Core #1 …

Big-picture of a commodity server

background (bg)

Resource contention between 

bg workloads and VMs

Core #N

VM1 VM2

foreground (fg)
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Cluster of Virtual Machines (VMs) SC1: Variable resource capacity

VM1 co-tenants

VMn co-tenants

Scheduler
PolicyConsumers

Resources
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Cluster of Virtual Machines (VMs) SC1: Variable resource capacity

Idle resources of physical hosts SC2: Foreground workload is black-box

VM1 co-tenants background

VMn co-tenants background

Using analytical approaches to perform dynamic scheduling 

is critical to address the outlined challenges.

Scheduler
PolicyConsumers

foreground (fg)
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Problem statement: How can load-balanced applications 

mitigate the impact of interference?

Load Balancer tier 

VM1 co-tenants bgIncoming requests

Responses VMm co-tenants bg

Load-balanced web applications Online data stores (Pinot)

VMm+1 co-tenants bg

VMn co-tenants bg

Worker tier Other tiers

Ø
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Load Balancer

Policy
Online application 

requests

VM1 co-tenants bg

Ø Cannot observe host resources

• Cannot quantify interference

VMn co-tenants bg

Worker Tier
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Load Balancer

Policy
Online application 

requests

Infer the interference

VM1 co-tenants bg

Ø Cannot observe host resources

• Cannot quantify interference

VMn co-tenants bg

Worker Tier
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Load Balancer

Policy
Online application 

requests

Infer the interference

Interference-aware
load balancing

VM1 co-tenants bg

Ø Cannot observe host resources

• Cannot quantify interference

VMn co-tenants bg

Worker Tier
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Load Balancer

Policy
Online application 

requests

Infer the interference

VM1 co-tenants bg

Ø Cannot observe host resources

• Cannot quantify interference

VMn co-tenants bg

Worker Tier
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Total usage (fg + co-tenants), in % à

CloudSuite benchmark
Web serving 

90%ile 
Response 
time (ms)

Goal: Can we infer co-tenants’ usage from RT and fg load?  
18
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Observation:
Non-linear curves

Total usage (fg + co-tenants), in % à

CloudSuite benchmark
Web serving 

90%ile 
Response 
time (ms)

Goal: Can we infer co-tenants’ usage from RT and fg load?  
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Observation:
Non-linear curves

Queueing + Regress

Total usage (fg + co-tenants), in % à

CloudSuite benchmark
Web serving 

90%ile 
Response 
time (ms)

Goal: Can we infer co-tenants’ usage from RT and fg load?  We look at slope of curve and use that, along with queuing theory, to 

detect how much resources are being taken away.
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VM1
r1 = 100MBps

VM2
r2 = 100MBps

LBa: total arrival rate

PM1

PM2
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VM1

co-tenant1
co-tenant2

VM2

co-tenant1

LBa: total arrival rate

PM1

PM2

r1 = 40MBps

r2 = 20MBps

via inference
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PM1

Faban

PM2

HAProxy
PM3

Apache Web Server

PM6

Filestore
Database

PM4

PM5

Apache Web Server

Apache Web Server

Ø

•

•

Ø

•
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PM1

Faban

PM2

HAProxy
PM3

Apache Web Server co-tenant1

PM6

Filestore

PM7

Co-tenant workload 
generator 

Database

PM4

PM5

co-tenant2 co-tenant3

co-tenant4 co-tenant5

Apache Web Server co-tenant1

co-tenant2 co-tenant3

Apache Web Server

Ø

•

•
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PM1

Faban

PM2

HAProxy
PM3

Apache Web Server co-tenant1

PM6

Filestore

PM7

Co-tenant workload 
generator 

Training workloads 
Httperf (NET) 

Stress-ng (CPU)
Sysbench (DISK) 

DCopy (LLC)

Database

PM4

PM5

co-tenant2 co-tenant3

co-tenant4 co-tenant5

Apache Web Server co-tenant1

co-tenant2 co-tenant3

Apache Web Server

Test Workloads  
Memcached (NET) 

SPEC-CPU (CPU) 
Hadoop (DISK) 
STREAM (LLC)

Ø

•

•

Ø

•
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Tail Latency 
[90%ile RT] 

(ms)

Baseline DIAL

Better

Time (s) à

0

10

20

30

0 1000 2000 3000

Ø

Ø

26



/ 50

Tail Latency 
[90%ile RT] 

(ms)

Baseline DIAL

Better

↓ 39% ↓ 56% ↓ 16% ↓ 59%
average 

reduction 

Time (s) à

0

10

20

30

0 1000 2000 3000

Ø

Ø
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VM-level CPU usage for the Azure 
trace (2017).

fg = foreground/online workload

CPU 
utilization 

(%) 

CDF of average CPU and memory usage, 
Alibaba cluster trace (2018).

Cumulative 
probability,

F(x)

X = Average usage Time (days)
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VM-level CPU usage for the Azure 
trace (2017).

fg = foreground/online workload

CPU 
utilization 

(%) 

CDF of average CPU and memory usage, 
Alibaba cluster trace (2018).

Cumulative 
probability,

F(x)

X = Average usage Time (days)

Great opportunity to use cloud idle resources
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CDF of average CPU and memory usage, 
Alibaba cluster trace (2018).

Ø

•

•

bg = background/batch workload

Cumulative 
probability,

F(x)

X = Average usage
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CDF of average CPU and memory usage, 
Alibaba cluster trace (2018).

Ø

•

•

bg = background/batch workload

Problem statement: How to schedule background batch jobs to improve 

utilization without hurting black-box foreground performance? 

Cumulative 
probability,

F(x)

X = Average usage

33



/ 50

Ø

•
•
•
•

Ø

•
•

o

fg: facebook bg: FB-Hadoop 
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Virtual Machine (VM)Physical server

Container [n_socket]
Worker process

network

Data 
sourcesScavenger Daemon

…Container [1]
Worker process
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0 1 2 3

Last Level Cache (LLC)

Using Linux’s cpuset cgroups

Ubuntu 16.04, KVM, Docker 

CPU Cores

Container
DCopy

VM
Web serving
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Background CPU usage (%)

37



/ 50

Ø

•
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Last Level Cache (LLC)

Using Linux’s cpuset cgroups

Ubuntu 16.04, KVM, Docker 

CPU Cores

Container
DCopy

VM
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Ø

•

0 1 2 3

Last Level Cache (LLC)

Using Linux’s cpuset cgroups

Ubuntu 16.04, KVM, Docker 

CPU Cores

Container
DCopy

VM

IPC is used as performance proxy

Web serving 95%ile RT
degradation 

(%)

Instruction Per
Cycle (IPC) 

degradation(%)

Background CPU usage (%)
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ØOur generic online algorithm

• Monitor VMs’ perf metric (e.g., memory usage) for window-size 

• Calculate mean, 𝜇, and standard deviation, 𝜎
• React based on the VMs’ perf metric  and  𝝁 +/- 𝒄.𝝈

window-size

𝝁 − 𝒄. 𝝈

𝝁 + 𝒄. 𝝈

Do nothing

bg--

bg++

Time

Normalized 
metric value

[memory usage,
network usage]

Simplified illustration 
Headroom

bg = 1 – (𝝁 + 𝒄. 𝝈)bg = 0
41
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Foreground
Training CloudSuite Widely used benchmark suite 

Testing TailBench Designed for latency-critical applications

Background
(SparkBench)

KMeans A popular clustering algorithm 

SparkPi Computes Pi with very high precision 

Sensitivity analysis Experimental evaluation
42
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Workload Domain Tail latency scale
Xapian Online search Milliseconds
Moses Real-time translation Milliseconds
Silo In-memory database (OLTP) Microseconds 
Specjbb Java middleware Microseconds
Masstree Key-value store Microseconds
Shore On-disk database (OLTP) Milliseconds
Sphinx Speech recognition Seconds
Img-dnn Image recognition Milliseconds

The load generators employed in TailBench are open-loop. 

http://people.csail.mit.edu/sanchez/papers/2016.tailbench.iiswc.pdf
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VM1

250GB DRAM 10 Gb/s network

KVM, Docker
Ubuntu 16.04

Background

PM1

PM2

LLC of size 25MB

VM2 Background

Resource Manager,
Name Node,
Data Node

Processor socket 0

0 1 2 3 4
5 6 7 8 9

LLC of size 25MB
Processor socket 1

0 1 2 3 4
5 6 7 8 9

0 1 2 3 4
5 6 7 8 9

0 1 2 3 4
5 6 7 8 9
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VM1 Workload || VM2 Workload

Better

CPU Memory
34%↑ 321%↑

bg: KMeans

Better

bg: SparkPi
CPU Memory

43%↑ 201%↑

95%ile latency
degradation (%)

95%ile latency
degradation (%)
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4 35346 369968 13 177343 62 50612

xapian moses silo specjbb masstree shore sphinx img-dnn
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y No background
Baseline
Scavenger

Cloud testbed: 4-vCPU foreground VM, 6-core background DCopy container.

Better

3-5% 
CPU ↑

Scavenger can successfully and aggressively regulate 
bg workload to mitigate its impact on fg performance.

Normalized 
95%ile latency
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(𝝁 + 𝒄(𝒕). 𝝈)
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Cluster of VMs SC1: Variable resource capacity

Idle resources SC2: fg workload is black-box

DIAL

Scavenger

Scheduler
PolicyConsumers Resources
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