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“You mean you teach kids how to break into computers and steal stuff?”

Teaching offensive skills is a prerequisite for effective defense
Adversaries are going to develop (or already have) those skills anyway

Offensive skills can be used in different ways
Use them gently and wisely

Use them for the good of society

There are lines that should not be crossed
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Motives Have Changed

Threat actors are different

Then:  the thrill of figuring out how to exploit vulnerabilities

Now:  the thrill of making money

Financial objectives can be achieved in ethical and unethical ways

What is ethical?
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Gray areas are everywhere

Technology can be used for both good and harm
There is a (not always clear) fine line that separates the two

Examples

Tor/proxies:  is the owner responsible for the outgoing traffic?

Search engine optimization:  what tactics are acceptable and when does 
cheating begin?

Facial recognition:  may catch a criminal, but surveils everyone

End-to-end encryption: protects everyone’s privacy, including criminals’  
(the never-ending “going dark” debate)
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Penetration Testing

Step 1: Establish ground rules
Testing objectives

Attack surface and acceptable tactics

Red vs. Blue team coordination (or not)

Start and stop dates

Legal issues

Confidentiality/nondisclosure

Reporting requirements

Formalized approval and written agreement with signatures and contact information

Mandatory step of even the simplest security assessment engagement

5



Penetration Testing

Step 2: Reconnaissance
Intelligence gathering and active probing

Step 3: Attack surface enumeration
Identify, enumerate, and document each exposed device

Step 4: Fingerprinting
Identify OS type and version, application patch level, user accounts, …

Step 5: Target system selection
Identify the most useful targets

Step 6: Exploitation
Select appropriate exploits for the uncovered vulnerabilities
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Penetration Testing

Step 7: Privilege escalation
Gain local administrative rights, steal domain controller password, …

Step 8: Lateral movement
Compromise other hosts if necessary

Step 9: Persistence
Establish a robust command and control channel

Step 10: Documentation and reporting
Document everything: what vulnerabilities were found, how they were found,
how they were exploited, precise timeline of events, …
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How would an unethical actor differ?

Step 1:  there is no step 1
Motivation:  profit, revenge, politics, espionage, …

No ground rules

Stepping stones/OPSEC to hide the real source of the attack

Steps 2–9 are the same (!)

Step 10:  Cover the tracks
Scrub event and audit logs (or alter them for misdirection)

Erase any planted files/executables

Disable/tamper with AVs and other security monitors

(optional) patch the vulnerability to prevent others from gaining access in the future
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The main thing that separates a penetration tester from a malicious 
attacker is permission

Ethical and unethical actors carry out basically the same operations,
but with different intentions

If an ethical actor does not identify a vulnerability in the system first,
an unethical actor may eventually find it and exploit it

9



The Dual Nature of Tools

In most instances, the toolset used by malicious attackers is the same 
toolset used by security professionals

Many people don’t understand this

The mixed use of the term “hacking” by media and the government doesn’t help

Emulating the activities of attackers is the only way to truly test an 
environment’s security level

Security policies and intentions are not always reflected by the actual configuration
of the systems involved

Example: password policies vs. password cracking
The latter can uncover the use of weak passwords (e.g., due to dictionary words)
that still conform to the enforced policy
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Legal Framework (“Cyberlaw”)

Encompasses many elements of the legal structure associated with 
information security

How a company contracts and interacts with its suppliers and customers

Sets policies for employees handling data and accessing company systems

Uses computers to comply with government regulations and programs

A very important subset for security professionals:
Laws directed at preventing and punishing unauthorized access
to computer networks and data
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18 USC 1029: Fraud and Related Activity in Connection with Access Devices

Purpose: curb unauthorized access to accounts, theft of 
money/products/services, and similar crimes

Criminalizes the possession, use, or trafficking of counterfeit or 
unauthorized access devices

Can be an application or piece of hardware that is created specifically to generate 
access credentials (e.g., credit card skimmer, keylogger, phishing page)

Or the actual credential itself

Examples:
Hack into a DB and steal credit card numbers

Sniff passwords and use them

Sell fake products online by accepting credit card payments
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18 USC 1030: Fraud and Related Activity in Connection with Computers (CFAA)

Outlaws conduct that victimizes computer systems
Prohibits unauthorized access to computers and network systems

Extortion through threats of such attacks

The transmission of code or programs that cause damage to computers

Other related actions

Examples:
Break into a system to obtain private data

Violate the integrity or availability of a system, even if no information is gathered (e.g., DoS)

Break into a system and use its CPU for password cracking cryptocurrency mining

Disgruntled employees use their access to delete a whole database

Selling of stolen credentials

Encrypting data on a drive and demanding money (ransomware)
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Electronic Communication Privacy Act (ECPA)
Purpose: protect communications from unauthorized access

18 USC 2510: Wire and Electronic Communications Interception and Interception of 
Oral Communications

18 USC 2701: Stored Wire and Electronic Communications and Transactional Records 
Access

The Digital Millennium Copyright Act (DMCA)
Not directly related, but relevant: protects certain (copyrighted) content from being 
accessed without authorization

The Cyber Security Enhancement Act of 2002
Increased penalties

Loosened restrictions on ISPs as to when, and to whom, they can voluntarily release 
information about subscribers
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Vulnerability Disclosure

An individual or team who uncovers a previously unknown (zero-day) 
vulnerability has several options

Make all information public right away  full disclosure

Work with the vendor to fix it  coordinated disclosure

Use or provide this knowledge to others (for profit)

If criminal: exploit it as part of illegal activities

If government: exploit it as part of authorized engagements *

Different entities with different interests
Security analyst  Vendor  Consumers

What is the best way?
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* Not all governments are the same,
more on this later on



Full vs. Coordinated Disclosure

An old debate: 19th-century locksmithing
Should weaknesses in locks be kept secret in locksmithing circles, or be revealed to the public?

Full disclosure: publish all information (including PoC) as early as possible 
Forces vendors to take immediate action and improve products

Allows administrators to assess the risk to their systems and deploy countermeasures
(e.g., firewall rules, IDS signatures, custom patches, disable features)

Malicious actors who may also have the same knowledge will lose their advantage

Malicious actors who didn’t know about it can now start using it for malicious purposes

Coordinated disclosure: notify the vendor and wait until a patch is released
Most users cannot benefit from access to vulnerability information but just wait for the patch

Prevent new malicious actors (even low-skilled attackers) from exploiting the vulnerability 
while a patch is under development
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CERT/CC’s Disclosure Process

Goal: balance the public’s need to be informed with the vendors' need for 
enough time to respond effectively

Reported vulnerabilities will be disclosed to the public 45 days after the 
initial report

Regardless of the existence or availability of patches or workarounds from affected vendors

CERT/CC will notify the software vendor immediately so that a solution can 
be created as soon as possible

During the 45-day window, CERT/CC will update the reporter on the current status without 
revealing confidential information

Disclosures made by the CERT/CC will include credit to the reporter unless otherwise 
requested by the reporter

Extenuating circumstances, such as active exploitation, threats of an especially serious (or 
trivial) nature, or situations that require changes to an established standard may result in 
earlier or later disclosure
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What about non-disclosure?

It doesn’t improve security in general
Some proponents argue that they simply do not want to assist vendors,
and claim no intent to harm others

Entirely opposing perspective compared to both full and coordinated disclosure

The actor who uncovers the vulnerability is in control
Government agency: may keep it for strategic advantage against enemies

Security firm: may keep it for succeeding in security assessment engagements

Researcher: may sell it to the higher bidder or multiple customers

Criminal: may use it to compromise victims
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Zero-day exploits provide a powerful capability

Should profit be the only driving factor?

What about the actual use of a zero-day?
By government agencies

By private companies
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“There’s always that delicate balance: how do they accomplish their 
mission, hack their adversaries, and still protect the rest of us?”

“Given that the data stolen by Shadow Brokers appears to be three years 
old, that could mean the NSA may have used the hacking technique in 
secret for years—and possibly allowed it to fall into the hands of its 
adversaries for just as long.”
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EternalBlue

Microsoft Windows SMB Server Remote Code Execution Vulnerability
CVE-2017-0144, MS17-010

Windows XP, Vista, Server 2003/2008/2012, 7, 8, 8.1, 10

Developed by the NSA
Did not notify Microsoft and held on to it for more than five years

Leaked by the Shadow Brokers on April 14, 2017
One month after Microsoft released the patch

May 12, 2017: used by the WannaCry ransomware

June 27, 2017: used by NotPetya, primarily targeting Ukraine
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“Stockpiling” 0-days vs. Fulfilling Tactical Needs

<favorite agency> has two goals
1. Foreign and domestic intelligence and counterintelligence (SIGINT)

2. Defend vital networks and information systems

When a new 0-day is found, there are two options:

Disclose it to help improve security in general
Hampers goal 1

Keep it secret for use in future missions (at least for a while)
Hampers goal 2
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“Stockpiling” 0-days vs. Fulfilling Tactical Needs

The longer a 0-day remains secret and is being used, the higher the 
chance it will eventually be discovered by someone else

Another team may happen to find the same bug

A target may capture the exploit while being used against them

Accidental leak or compromise (e.g., Shadow Brokers case)

OTOH, <favorite agency> needs 0-days for its mission
Disclosing all vulnerabilities right away will hamper its strategic advantages

Vulnerabilities Equities Process
Used by the U.S. federal government to determine on a case-by-case basis how it 
should treat a new 0-day (disclose or keep)
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Offensive Capabilities Can Cause Harm

The clients of individual researchers and offensive security companies 
may use the provided services for shady purposes

Repressive governments going after activists, journalists, opposition leaders, …

Domestic abusers spying on their victims

Illegal financial gain, intellectual property theft, revenge, …

It is our choice to whom we provide our skills and services
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