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Why care about network security?
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An increasing part of our business, social, and personal life involves 
Internet-connected computer systems

Mobile computing, cyber-physical systems, Internet of things, wearable devices, …

Web, email, IM, videoconferencing, cloud services, social networks, entertainment, …

Protecting the security and privacy of our digital interactions is critical
Most of them involve networked systems and applications
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Network vs.  System vs.  Computer vs.  Information Security

Not always a clear distinction
Infrastructure

Protocols

Applications

Hosts/devices

Complex interactions
Core internet protocols/services

Distributed systems

Web/cloud/IoT applications

There is more
People

Physical security

Threats span all 
these areas
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Network Security Arsenal

Cryptography:  wide range of techniques for enabling secure, 
confidential, and anonymous communication

Access Control:  authentication and authorization, firewalls, …

Monitoring:  packet/network flow monitoring, intrusion detection, …

Rigorous protocol and system design and implementation:  account for 
both benign failures and malicious actions

Data corruption, timeouts, dead hosts, routing problems, …

Eavesdropping, modification, injection, deletion, replay, …

Software bugs:  may turn into vulnerabilities
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Threats

Exposure of data

Tampering with data

Denial of service

Impersonation

Forbidden access

Exposure of personal information

Identification of individuals

62



Threats

Exposure of data

Tampering with data

Denial of service

Impersonation

Forbidden access

Exposure of personal information

Identification of individuals

Goals

Confidentiality 

Integrity

Availability

Authentication

Authorization

Privacy

Anonymity
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Confidentiality

“The property that information is not made available or
disclosed to unauthorized individuals, entities, or processes
[i.e., to any unauthorized system entity].” [RFC2828]

Sensitive data must be protected
In transit: network packets, network connections, messages, documents, …

At rest: main memory (buffers, message queues), flash/disk storage, backups, …

Cryptography is a tool to achieve confidentiality
Not the only one:  access control, steganography, …

Content protection is often not enough
Data vs. metadata (e.g., phone call content vs. phone call records)
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Data Integrity

“The property that data has not been changed, destroyed,
or lost in an unauthorized or accidental manner.” [RFC2828]

Cryptography is a tool to achieve data integrity
Intentional or accidental data changes should be detectable

System integrity

“Attribute of an information system when it performs its intended function 
in an unimpaired manner, free from deliberate or inadvertent 
unauthorized manipulation of the system.” [CNSSI No. 4009]

Fragile: weak authentication, vulnerable software, supply chain attacks, …
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Availability

“The property of being accessible and useable upon
demand by an authorized entity.” [CNSSI No. 4009]

Denial of Service (DoS) attacks are the most common way
of affecting the availability of networked systems

Saturation of resources (bandwidth, CPU, memory, …)

Disruption of configuration or state (routing, DNS, …)

Jamming, interference, physical damage, …

Malware can do more harm
Ransomware: encrypt user files and then demand a ransom (Gpcode, Cryptolocker, 
WannaCry, Bad Rabbit, Petya, Ryuk, …)

Just wipe out data/brick the system (Wiper, NotPetya, …)
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Authentication

“The process of verifying an identity claimed by
or for a system entity.” [RFC2828]

Different approaches
Something you know (password, pin, …)

Something you have (phone, token, …)

Something you are (fingerprint, face, …)

Multi-factor authentication is a must

Cryptography is a tool to achieve authentication

Password theft/leakage is a huge problem
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Authorization

“Access privileges granted to a user, program, or process
or the act of granting those privileges.” [CNSSI No. 4009]

Authorization verifies that a user has the proper privileges
to access a resource (presumes successful authentication)

Related term: access control
Access restriction based on various properties: identity, role,
labels, date/time, IP address, domain, access frequency, …

One of the core goals of network security:

Keep unauthorized parties from gaining access to resources
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Privacy

“The right of an entity (normally a person), acting in its own behalf, to 
determine the degree to which it will interact with its environment, 
including the degree to which the entity is willing to share information 
about itself with others.” [RFC2828]

Beyond private data (messages/files):
Activities (browsing history, voice commands, …)

Location (3/4/5G, GPS, WiFi, cameras, …)

Preferences (“likes,” Amazon, Netflix, …)

Health (Fitbit, iWatch, …)
…

Metadata is equally important!
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Anonymity

“The state of being not identifiable within a set of subjects,
the anonymity set.” [Pfitzmann and Köhntopp]

The larger the anonymity set, the stronger the anonymity

Very different from privacy:
An anonymous action may be public, but the actor’s identity
remains unknown (e.g., vote in free elections)

Anonymous communication
Sender anonymity (unknown sender, known receiver)

Receiver anonymity (known sender, unknown receiver)

Unlinkability of sender and receiver (unknown sender, unknown receiver)
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Course Focus  (you got the idea…)

Internet technologies, protocols, applications, attacks, and defenses, 
from a practical perspective

Indicative topics
Network protocols, eavesdropping, scanning, DoS attacks, firewalls, VPNs, proxies, 
intrusion detection, forensics, honeypots, encrypted communication, authentication, 
services and applications, botnets, targeted attacks, privacy, anonymity, …

Cultivate the “security mindset”
Understand the modus operandi of attackers

Find vulnerabilities, subvert protections, bypass all the things

Think sideways

How to secure a system – know what to defend against
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Play Fair

Cannot teach defense without offense, but:

Breaking into systems is illegal!

Unauthorized data access is illegal!

Computer Fraud and Abuse Act (CFAA)
http://www.justice.gov/criminal/cybercrime/docs/ccmanual.pdf

Practice on your own systems or controlled environment

Scanning/penetration testing/etc. of third-party systems may be 
allowed only after getting permission by their owner
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Course Information

Mixed format
Lectures, hands-on sessions, research paper discussions, online discussion

Requirements
Four programming assignments

Midterm and final exams (format TBA)

Grading
Assignments: 70%

Final: 30%
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Late Policy

You are allowed 5 “late days” throughout the semester
Τo be used at your discretion for any homework or project deliverables

No prior communication is necessary

Each day (24h) is indivisible, and can be used only as a whole

Even if a submission is just a few minutes late, this still counts as a whole day

Once all late days are used up, late submissions will receive zero credit
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Schedule  (Tentative)

Threat Landscape

Lower Layers

Core Protocols

Denial of Service

Firewalls and Gateways

Encrypted Communication

Authentication

SSL/TLS

Crypto Failures

Reconnaissance and Scanning

Intrusion Detection

Malware and Botnets

Honeypots, Deception, Covert Channels

Email

Spam

Web/Cloud

Tracking/Privacy

Anonymity/Online Freedom
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Course web page

http://www.cs.stonybrook.edu/~mikepo/CSE508/

All slides will be posted on the Schedule page

Please sign up on Piazza

Q&A, discussions, homework descriptions, and additional resources
Piazza supports private messages: please use that functionality (instead of email to 
the instructor or TAs) for private questions related to the lectures or homework

You may want to install the Piazza app on your mobile device
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