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var1

buf[16]

var2

saved EBP

return address

arg1

arg2
0xFFFFFFFF

stack

\x0f\x6a\xe8\x59

\xff\xff\xff\xff

\x5e\xc1\x46\x80

\xe0\x0a\x4c\x30

\x0b\x0e\xfa\x02

\x4b\x45\x49\x46

\x52\x4a\x4d\x4f

\x4c\x5b\x4f\x5e

\x4b\x46\x43\x5d

GET / HTTP/1.1

User-Agent: Wget

/1.10.2









buffer[] saved EIP????\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF...



buffer[] saved EIP????4000B12A\x6A\x07\x59...\x90\x90...\x90



buffer[] saved EIP????\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF\xC1

...

4000B12A jmp eax

...

some.dll

eax

4000B12A



buffer[] saved EIP????\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF\xC1 4000B12Apadding

esp

...

4000B12A jmp esp

...

some.dll

\x6A\x07\x59\xE8\xFF4000B12A



4000B12A\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF\xC1



buffer[] saved EIP



/bin/sh&execvepadding fake ret

esp

arg1&func2 fake retarg1&func1 pop; pop; ret arg2

esp





0x0000000000400a82: pop %rbx
0x0000000000400a83: retq

0x00002aaaaac743d5: mov %rbx,%rax   &system
0x00002aaaaac743d8: add $0xe0,%rsp
0x00002aaaaac743df: pop %rbx
0x00002aaaaac743e0: retq

0x00002aaaaac50bf4: mov %rsp,%rdi   /bin/sh
0x00002aaaaac50bf7: callq *%eax





...

0xb8800000

0x00000001

0xb8800010

0x00000002

0xb8800020

0xb8800010

0x00400000

0xb8800030

...

0xb8800000:
pop eax
ret
...

0xb8800010:
pop ebx
ret
...

0xb8800020:
add eax, ebx
ret
...

0xb8800030:
mov [ebx], eax
ret

esp eax = 1

ebx = 2

eax += ebx

ebx = 0x400000

*ebx = eax





VirtualAlloc VirtualProtect






