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CSE570 Spring 2020
Wireless and Mobile 

Networks

RFID, NFC, Backscatter
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RFID

• Radio Frequency IDentification (RFID) is a method 
of remotely storing and retrieving data using 
devices called RFID tags and RFID Readers

2



5/4/20

2

Automated Identification

• Bar codes, QR codes, NFC etc.

• Variety of Tags in the Market
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RFID Tags in Use
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Types of RFID Tags
• RFID Reader Tag
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RFID Characteristics

Do you see any discrepancy?
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RFID Working Principle

• LF & HF: Inductive coupling
• UHF: Propagation/Backscatter coupling

• Coupling definition
• The transfer of energy from one medium to another 

medium
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Inductive Coupling (Near field)

• Shared magnetic field
• Load Modulation
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Backscatter Coupling (Far field)

• The energy is received by the tag antenna and a 
small amount energy is then reflected back to the 
reader
• Backscatter modulation
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Near Field vs Far Field

• Within the near-field, the magnetic field intensity 
decays rapidly as 1/d3

• When the magnetic field strength is translated into 
power available to the tag, the power attenuates 
according to 1/d6

• In the far-field the power at the tag is attenuated to 
1/d2
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RFID PHY Layer

• Depends on the frequency band used
• Different modulations used by reader and tag
• Different constraints, e.g. power and complexity
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RFID MAC Layer

• Typically assumed that only one reader is present, 
i.e. no need for MAC on the reader 
• MAC for tags is a challenge: very high 

concentrations of tags are present in many contexts
• And tags are dumb, i.e. cannot have sophisticated 

protocols
• Two types of schemes used (standard)
• Aloha
• Remember tag IDs
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NFC

• One device combines the functionality of 
• An RFID reader device 
• An RFID transponder (tag) 
• Bit rates ranging from 106 Kbs to 424 Kbs

• Operates at 13.56 MHz (High frequency band) and 
is compatible to international standards
• Use of NFC is growing fast 
• Driven by NFC Forum (founded by Nokia, Philips, and 

Sony in 2004)
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NFC Devices
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Applications
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Some Concerns
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Backscatter Communication

• Backscatter
• The reflection of waves, particles, or signals back to the 

direction from which they came.

• Ambient backscatter
• Signals are everywhere (e.g., TV, WiFi, Cellular)
• Doesn’t require specific power infrastructure
• Works by modulating the reflection of an existing RF 

signal
• No interference with legacy devices
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Ambient Backscatter

• Communication between two battery-free devices. One such device, Alice, can 
backscatter ambient signals that can be decoded by other ambient backscatter devices. 

• To legacy receivers, this signal is simply an additional source of multi-path, and they can 
still decode the original transmission.

Legal issues in licensed spectrum?
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Ambient Backscatter Challenges
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Ambient Backscatter Performance

Less power consumption

Interference when close to 
legacy receivers
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Scaling Backscatter Networks

https://www.usenix.org/system/files/nsdi19spring_hessar_prepub.pdf
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Scaling Backscatter Networks

• NetScatter
• Hundreds of backscatter tags having concurrent 

transmissions
• A Distributed Coding mechanism

• Chirp spread spectrum
• Time synchronization issue
• Near-far problem
• A deployment  of 256 tags
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https://www.usenix.org/system/files/nsdi19spring_hessar_prepub.pdf
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Let’s Revisit Chirp Spread 
Spectrum from LoRa
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Leveraging Chirp Spread 
Spectrum (CSS)

• Key insight: there is 
only one peak at each 
time step
• Idea: Can we make 

different tags to use 
different frequencies at 
the same time, so that 
each of their 
transmissions fall in 
different bins?
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Distributed CSS

25

Distributed CSS
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How Many Concurrent Txs?
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Practical Issues: Synchronization
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Practical Issues: Synchronization
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Practical Issues: Near-Far Problem
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Practical Issues: Near-Far Problem
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Practical Issues: Near-Far Problem

Clustering solves the problem
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Summary

• RFID/NFC
• Near Field Vs. Far Field
• Backscatter
• Ambient Backscatter
• Scaling Backscatter Networks
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