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COVID-19 Vaccine Supply Chain
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Requirements:
R1. Confidential collaborations across enterprises R3. Confidential data leakage prevention

R2. Data consistency across collaboration workflows  R4. Scaling multi-shard enterprises
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R1. Confidential Collaborations across Enterprises

A hierarchical data model consisting of a set of data collections

» Operational primitives
» Write: transactions of d, write only on the records of d,
» Read: transactions of d, can read the records of d, if d, is order-dependent on d,
* dyis order-dependentofdy if XY
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Qanaat Blockchain Ledger

« Guarantees two properties

 Local consistency: enforces a total order on the transactions of each data collection

« Global consistency: determines the transaction order of d, considering the state of
every data collection dy that d is order-dependent on (X < V)
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R2. Data Consistency across Collaboration Workflows

« An enterprise might be involved in multiple collaboration workflows (instances of Qanaat)
* Asupplier that provides raw materials for both Pfizer and Moderna vaccines
« Qannat creates a single data collection for each enterprise
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R3. Confidential Data Leakage Prevention

______________________

» Malicious nodes can violate data confidentiality

 leaking requests, replies, or data stored and processed E, E, E?
* Privacy firewall mechanism § W §
« Separates ordering node from execution nodes i F, F,
- 3f + 1 ordering nodes and 2g + 1 execution nodes i = S S |
« Assuming f faulty ordering and g faulty execution nodes ﬁ
« Adds a privacy firewall in between Fs (ks |
* Consists of asetof 1 + 1 rows of 1 + 1 filters (h faulty node) . \\\T\‘ﬁ
« Network configuration physically restricts communication paths : 'O; ‘O, O3 Oy
between ordering nodes, filters, and execution nodes

« A malicious node can either access confidential data or W """" ”

communicate freely with clients but not both ‘
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R4. Scaling Multi-Shard Enterprises

* The enterprise data is partitioned into different shards: D,,, D,, and D,,

» Each shard is replicated on a cluster of execution nodes: D,, on a,, a,, a,sand a,
« Each cluster maintains a different ledger

« Enterprises use the same sharding schema for each shared data collection
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Transaction Processing

» Cross-shard intra-enterprise: A,, A

* Intra-shard intra-enterprise: A,

» Cross-shard cross-enterprise: C4, D4, C,, D,

* Intra-shard cross-enterprise: C5, D,

» Across two shared data collection shards D¢p

* On a shared data collection shard D¢p3

and DCD2
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Consensus Protocols

* Intra-shard intra-enterprise consensus
» Crash failure:
d Byzantine failure: ® Pre-prepare Prepare Commit

AN ,
N/ N
N/ N\ \E C R

® accept accepted commit

L

 Cross-cluster consensus
e Coordinator-based
* Flattened
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Coordinator-based Consensus Protocol

 Intra-shard cross-enterprise
* Cross-shard intra-enterprise
» Cross-shard cross-enterprise
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Flattened Consensus Protocol

 Intra-shard cross-enterprise
* Cross-shard intra-enterprise
» Cross-shard cross-enterprise
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Experimental Settings

» Platform:

« Measuring performance
* Throughput & Latency

« Systems:
« Hyperledger Fabric
« Fabric++
« FastFabric
* Qanaat: Crd-C, Crd-B, Crd-B(PF), FIt-C, FIt-B, FIt-B(PF)
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Experimental Results
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Qanaat Conclusion

(‘\ A permissioned blockchain system to support the scalability and confidentiality
— requirements of multi-enterprise applications.

2 Presents a hierarchical data model consisting of a set of data collections for
i each collaboration workflow to support confidential collaboration.

) Go prevent confidential data leakage, utilizes a privacy firewall mechanism.

—

, (To support scalability, each enterprise partitions its data into different shards

S\

‘ Presents a suite of consensus protocols is presented to process different types
- of intra-shard and cross-shard transactions within and across enterprises.
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Questions?
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Eh-" . Mjamiri@seas.upenn.edu

Qanaat is a scalable underground network consisting of private channels to transport water from an aquifer to the surface
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