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1 INTRODUCTION

Bitcoin [21] is considered the first successful global scale
peer-to-peer cryptocurrency. The Bitcoin protocol explained
by the mysterious Nakamoto allows financial transactions
to be transacted among participants without the need for a
trusted third party, e.g., bank, credit card company, or PayPal.
Bitcoin eliminates the need for such a trusted third party by
replacing it with a distributed ledger that is fully replicated
among all participants in the cryptocurrency system. This
distributed ledger is referred to as blockchain.

Blockchain is a secure linked list of blocks containing fi-
nancial transactions that occur in the system and linked by
hash pointers. The main challenge that Bitcoin addresses is
to maintain a consistent view of this replicated blockchain in
a secure and fault-tolerant manner in a permissionless setting
and in the presence of malicious participants. Unlike permis-
sioned settings where all the participants in the system are
known a priori, a permissionless setting allows participants
to freely join and leave the system without maintaining any
global knowledge of the number of participants. To address
these challenges, Bitcoin builds on foundations developed
over the last few decades from diverse fields [22], but pri-
marily from the fields of cryptography [8, 24], distributed
systems [10, 16, 17] and data management [9, 19, 27].

Bitcoin uses a notion of miners who need to perform a
computationally challenging Proof of Work (PoW) puzzle be-
fore they can add any block of transactions to the replicated
blockchain. Since the PoW puzzle is computationally hard,
very few miners can successfully solve the puzzle, and hence
a successful miner can add a block to the blockchain and be
guaranteed, with very high probability, to be unique. Many
concerns have been raised about the wasted massive energy
requirements to mine one Bitcoin block. This mining ap-
proach to determine the process eligible to add a new block
to the block chain is in contrast to the distributed systems
approach, that has been promoting the use of Byzantine
Agreement or consensus, which is efficient and more egali-
tarian. In fact, consensus protocols such as Paxos have been
quite successful in recent years in laying the foundations of
large global scale data management system. Unfortunately,
Paxos has many limitations, especially from a global cryp-
tocurrency point of view, including the requirement of a

permissioned setting, and that participants can only fail by
crashing. An alternative to Paxos that tolerates malicious
failures is Practical Byzantine Fault-Tolerance (PBFT) [10].
Although it tolerates malicious failures, PBFT still requires a
permissioned setting, and requires a large number of mes-
sage exchanges, hence does not scale to the large number of
participants expected in permissionless cryptocurrencies.

In this tutorial, our goal is to present to the database com-
munity an in-depth understanding of state-of-the-art solu-
tions for efficient scalable blockchains. We progress towards
this goal by starting from a detailed description of the proto-
cols and techniques underlying the design of Bitcoin. Since
most recent innovations in blockchain design depend criti-
cally on consensus protocols in malicious settings, we outline
the basic foundations of distributed fault-tolerant consen-
sus protocols. This is followed by a discussion of recent
state-of-the-art permissioned blockchains. Since the partici-
pants are known and identified, permissioned blockchains
can benefit from many techniques developed in the area
of distributed computing over decades for reaching con-
sensus, replicating state, and broadcasting transactions. We
discuss various aspects of permissioned blockchains in the
context of confidentiality [2, 7], verifiability [6, 20], perfor-
mance [4, 7, 12, 15, 25, 26], and scalability [3, 5, 11, 13].

The wide adoption of permissionless open blockchain
networks by both industry and academia suggests the im-
portance of developing protocols and infrastructures that
support peer-to-peer atomic cross-chain transactions. A two-
party atomic cross-chain swap protocol was originally pro-
posed by Nolen [1, 23] and generalized by Herlihy [14] to
process multi-party atomic cross-chain swaps. Both Nolan’s
protocol and its generalization by Herlihy use smart con-
tracts, hashlocks and timelocks to achieve atomic cross-chain
swaps. These protocols require synchronous network as-
sumptions and are not fault-tolerant. We therefore present
a recently proposed atomic fault-tolerant cross chain proto-
col [28]. Finally, we give an overview of Fides [18], a database
system that can detect malicious behaviour using blockchain.
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