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Our digital interactions are being threatened

Systems get compromised
Malware
Malicious websites
Targeted attacks

Private information is exposed to third parties
Social networking
Cloud services
Eavesdropping
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Privacy

“The right of an entity (normally a person), acting in its 
own behalf, to determine the degree to which it will 
interact with its environment, including the degree to 
which the entity is willing to share information about 
itself with others.”

 
[RFC2828]

Anonymity

“The state of being not identifiable within a set of 
subjects, the anonymity set.”

 
[Pfitzmann and Köhntopp]

Very different from privacy:
An anonymous action may be public, but the actor’s identity 
remains unknown (e.g., vote in free elections)
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Real-world Privacy

Large-scale data collection examples
Credit cards, Metrocards, Loyalty cards
Street/public space cameras
E-ZPass
Named tickets
…

Part of our everyday activities and personal 
information is (voluntarily or compulsorily) recorded

Information from different sources can be correlated
Did you buy your Metrocard

 
with your credit card?

The same happens in the online world…
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Third parties have access to…

Our email  (Gmail, Yahoo, …)

Our files  (Dropbox, Google Drive, …)

Our communication  (Skype, Facebook, …)

Our traffic (WiFi
 

hotspots, ISPs, …)

Our location  (3/4G, GPS, WiFi, …)

Our preferences  (“Likes,”
 

Amazon, Netflix, …)

Our health  (Fitbit, iWatch, 23andMe, …)
…
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What can we do?

Technical solutions exist
Encryption
Self-hosted services
Anonymous communication
…

But they are not enough
Privacy vs. usability tradeoff
Wrong assumptions
Implementation flaws

Many users are not even aware of privacy issues, 
let alone solutions
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Minimizing information disclosure
 in social login platforms 

Privacy-preserving social plugins

Detecting traffic snooping in Tor using decoys
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Create yet another 
account…

Sign in with a 
single click…



26

Social Login


 

Convenience –
 

fewer passwords to remember


 

Rich experience through social features


 

Outsource user registration and management  


 

Same credentials for multiple sites


 

User tracking


 

Access to user’s profile
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Take it or leave it
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SudoWeb

Bring the least privilege paradigm to social login 
platforms

Primary profile  ==  root account
Use carefully! Contains sensitive private information!

Secondary profile  ==  normal user account
Does not contain any sensitive information –

 
disposable

Open source project (browser extension):
 https://code.google.com/p/sudoweb/
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Who knows I visited wired.com?

Facebook

Twitter
LinkedInGoogle
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The Problem

Social plugins
 

are prevalent
1.23bn Facebook

 
users

33% of the top 10K websites have Like Buttons
Twitter, Google+, LinkedIn, Pinterest, AddThis, …
OS integration

A growing part of users’
 

browsing
 history can be tracked

Not merely anonymous visitors,

 but named persons
By just visiting the page

 (no interaction needed)
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Existing Solutions

Log out
Some cookies persist

Block third-party cookies
Not always effective

Block social widgets completely

All existing solutions disable
 content personalization

Privacy vs. functionality dilemma
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Privacy-Preserving Social Plugins

Decouple the retrieval of private
 information from the rendering
 of personalized content

Asynchronous content
 prefetching

Personalized content
 is synthesized locally

Same user experience

Open source project (browser extension):
 http://www.cs.columbia.edu/~kontaxis/safebutton/
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SafeButton
 

Storage Requirements

Average user (190 friends): 5.4MB (Incl. names, profile photos, “likes”, “shares”

 

of all friends)

Extreme case (5,000 friends): 145.7MB (reasonable even for mobile devices)
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SafeButton
 

Performance

Caching frequently used 
data enables almost 
instantaneous rendering 
due to the absence of 
network requests:

 
x14.6 faster

SafeButton

 

downloads 
only raw data, instead of 
HTML/CSS/JS content:

 
x2.8 faster
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(aka. the Onion Router)

Low-latency anonymous communication network
Layered encryption: each relay decrypts a layer of encryption to

 
reveal only the next relay 
Worldwide volunteer network of ~6K relays
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Who can see my traffic? 
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Detecting Traffic Snooping in Tor using Decoys

Tor

 
Client

Rogue
Exit Node

Benign
Exit Nodes

Internet

Decoy
Traffic

Tor

Honeypot
Server

Expose unique decoy username+password

 
through each exit node

Wait for unsolicited connections to the honeypot

 
server using any 

of the exposed bait credentials
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Detected Rogue Exit Nodes

30-month period:  detected 18 cases

 

of traffic eavesdropping 
that involved 14 different Tor exit nodes
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