






[header|data] 



ClientHello

ClientKeyExchange

ChangeCipherSpec

Finished

ServerHello

Certificate

ServerKeyExchange

ServerHelloDone

ChangeCipherSpec

Finished

GET /login HTTP/1.1\r\n



TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
...

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256



ClientHello (TLS 1.1)

RST

ClientHello (TLS 1.0)

RST

ClientHello (SSL 3)





ServerHello

ClientHello [SessionID]

ChangeCipherSpec

Finished

ServerHello [SessionID]

ChangeCipherSpec

Finished



ClientHello [KeyShare]

ServerHello [KeyShare]

EncryptedExtensions

Certificate

CertificateVerify

Finished

Finished

GET /login HTTP/1.1\r\n
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moar protection
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Location: http://…do

<a href=“http://…”>

<form action=“http://…”>

Location: https://…do

<a href=“https://…”>

<form action=“https://…”>



Strict-Transport-Security: max-age=31536000



















if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)

goto fail;

if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)

goto fail;

goto fail;

if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)

goto fail;

...

fail:

SSLFreeBuffer(&signedHashes);

SSLFreeBuffer(&hashCtx);

return err;
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