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Why care about network security?
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An increasing part of our business, social, and personal
life involves the internet

Web, email/IM, cloud, social networks, ...
Mobile computing

Cyber-physical systems

Internet of things

Protecting the security and privacy of our digital
interactions is critical

Most of them involve networked systems and applications
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Network vs. System vs. Computer vs. Information Security

Not always a clear distinction
Infrastructure
Protocols
Applications
Hosts/devices

Complex interactions
Core internet protocols/services
Distributed systems
Web/cloud applications

There is more
People
Physical security

\

Threats span all
these areas
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Threats?

Exposure of data
Tampering with data
Denial of service
Impersonation

Forbidden access

Exposure of information
about individuals

|dentification of unknown
individuals
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Threats

Exposure of data
Tampering with data
Denial of service
Impersonation

Forbidden access

Exposure of information
about individuals

|dentification of unknown
individuals

Goals
Confidentiality
Integrity
Availability
Authentication
Authorization
Privacy

Anonymity
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Confidentiality

“The property that information is not made available or
disclosed to unauthorized individuals, entities, or
processes [i.e., to any unauthorized system entity].”
[RFC2828]

Sensitive data must be protected

In transit: network packets, network connections, email
messages, document files, ...

At rest: main memory (buffers, message queues), storage, ...

Cryptography is a tool to achieve confidentiality
Not the only one (e.g., steganography)
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Data Integrity

“The property that data has not been changed,

destroyed,
manner.”

Cryptogra

or lost in an unauthorized or accidental
[RFC2828]

ohy is a tool to achieve data integrity

Intentional or accidental data changes should be detectable

System integrity

“Attribute of an information system when it performs its
intended function in an unimpaired manner, free from
deliberate or inadvertent unauthorized manipulation of
the system.” [CNSSI No. 4009]

Fragile: weak authentication, unauthorized access, ...
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Availability

“The property of being accessible and useable upon
demand by an authorized entity.” [CNSSI No. 4009]

Denial of Service (DoS) attacks are the most common
way of affecting the availability of networked systems

Saturation of resources (bandwidth, CPU, memory, ...)
Disruption of configuration or state (routing, DNS, ...)
Jamming, physical damage, ...

Malware can do more harm

Ransomware: encrypt user files and then demand a ransom
(Gpcode, cryptolocker, ...)

Just wipe out data/brick the system (Wiper, SMB worm, ...)
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Authentication

“The process of verifying an identity claimed by or for a
system entity.” [RFC2828]

Different approaches
Something you know (password, pin, ...)
Something you have (phone, token, ...)
Something you are (fingerprint, retina, ...)

Multi-factor authentication is a good thing!
Cryptography is a tool to achieve authentication

Password theft/leakage is a huge problem
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Authorization

“Access privileges granted to a user, program, or process
or the act of granting those privileges.” [CNSSI No. 4009]

Authorization verifies that a user has the proper privileges to
access a resource (presumes successful authentication)

Related term: access control

Access restriction based on various properties: identity, role,
labels, date/time, IP address, domain, access frequency, ...

One of the core goals of network security:
Keep unauthorized parties from gaining access
to resources
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Privacy

“The right of an entity (normally a person), acting in its
own behalf, to determine the degree to which it will
interact with its environment, including the degree to
which the entity is willing to share information about
itself with others.” [RFC2828]

Beyond private data (messages/files):
Online activity (browsing history, daily routine, ...)
Location (3/4G, GPS, WiFi, ...)

Preferences (“likes,” Amazon, Netflix, ...)
Health (Fitbit, iWatch, ...)
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Anonymity

“The state of being not identifiable within a set of
subjects, the anonymity set.” [Pfitzmann and Kohntopp]

The larger the anonymity set, the stronger the anonymity

Very different from privacy:

An anonymous action may be public, but the actor’s identity
remains unknown (e.g., vote in free elections)

Anonymous communication
Sender anonymity
Receiver anonymity
Unlinkability of sender and receiver
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Prevention vs. Detection
Door lock vs. burglar alarm

Protection mechanisms can be bypassed
Can’t break crypto? Just remove it
Can’t go through the firewall? Just send a link
Can't brute force the password? Just ask for it

Detection mechanisms can be evaded
IDS in place? Just mutate the attack vector
DoS flooding blocker? Just use thousands of hosts

Reputation-based IP blacklisting? Just host the C&C server on
Google/Amazon
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Threat Actors
'90s: script kiddies
'00s: criminals

"10s: nations (OK much earlier, but
now we talk about it)

. . Then: fun Now: profit
Different motives:
$555555555S
Honest but curious individuals
Political or social ends
Bribed or angry insiders * Cyberwar, cyberterrorism, cyberOMG!!:
Espionage Terms that (should?) express fear of lethal
- outcomes. So far we've seen mostly sabotage,
Military * espionage, and subversion...

Different resources: $5555555$5, skills, infrastructure, ...

Know your enemy!
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Intrusions

“Any set of actions that attempt to compromise the
integrity, confidentiality or availability of information
resources” [Heady et al.]

“An attack that exploits a vulnerability which results to a

compromise of the security policy of the system”
[Lindqvist and Jonsson]

Most intrusions...
Are carried out remotely
Exploit software vulnerabilities

Result in arbitrary code execution or unauthorized
data access on the compromised host
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Attack Source

Local
Unprivileged access & privilege escalation
Physical access & /0 ports, memory/storage, ...

Remote
Internet
Local network (Ethernet, WiFi, 3/4G, bluetooth, ...)
Infected media (disks, CD-ROMs, USB sticks, ...)
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Intrusion Method

social engineering (phishing, spam, scareware, ...)
VIruses (disks, €D-ROMs; USB sticks, downloads, ...)

network traffic interception (access credentials, keys, ...)
password guessing (brute force, root:12345678, ...)
physical dCCesS (reboot, keylogger, screwdriver, ...)

software vulnerability exploitation
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Just This Week’s News...

Analyzing CVE-2015-0311 %

B Azimuth Security: BlackPy %

- => Dhlog.azimuthsecurity.com;’ZO’I5;“01;’bIackpw-w—blackp'10-1e—5iIe-wttext—type.-wtnGl‘fg =

BlackPwn: BlackPhone SilentTe
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nt - it continues to dominate the

Analyzing CVE-2015-0311: Flash Zero Day Vulnerability

26 1:37 am (UTC-T) | by Peter Pi(Threats Analyst)
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@ The Laws of Vulnerahilitie

ursions, celebrity phone hacks, and
rted on an increasingly regular basis.
“koducts have been brought to market

Y

|

= | Qualys, Inc. [US]|https:_s’;’community.qualys.cum;’bIogs_s’laws—of—vuI'werabilities; Q7 =

Last week a major zero-day vulnerahbility was found in
update to fix the vulnerability: users who have enabled
Our analysis has confirmed that the vulnerable code hd

The update will be available for manual download later

The GHOST Vulnerability

Posted by amolsarwate in The Laws of Vulnerabiliti

The GHOST vulnerability is a serious
weakness in the Linux glibc library. It allows
attackers to remotely take complete control
of the victim system without having any prior
knowledge of system credentials. CVE-2015-
0235 has been assigned to this issue.

eson Jan 27, 2015 9:32:44 AM
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Remote Exploitation
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Malware and Botnets

.
8 a

click fraud
port scanning extortion
_— illegal content
phishing 9
DDoS

code injection

malicious websites
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(Very Simple) Buffer Overflow Exploitation

stackI

@xFFFFFFFFl

"—_\

varl

buf[16]

var2

saved EBP

return address

argl

arg2

35



(Very Simple) Buffer Overflow Exploitation

stackI

@xFFFFFFFFl

"—_\

varl

GET / HTTP/1.1
User-Agent® Wget
/1.10.2

var2

saved EBP

return address

argl

arg2
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(Very Simple) Buffer Overflow Exploitation

el [

varl
INCAVCEIVE:AVE] € Code injection
\XFEAXFF\XFF\XFF
\x5e\xc1\x46\x80 Shel ICOde
ANCIAVCEAVEGIAVE]
\x0b\x0e\xfa\x02 spawn shell
\x4b\X45\x49\ x46 listen for connections
\x52\x4a\x4d\x4f add user account
\x4c\x5b\x4f\x5e download and execute

malware

\x4b\x46\x43\x5d

OXFFFFFFFF l —



Hijacking Control Flow

some.d1l Reused instruction

4000B12A jmp eax

A

v

T_‘

eax




Hijacking Control Flow

some.dll Reused instruction

4000B12A jmp esp

A
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Non-Executable Memory

WAX, PaX, Exec Shield, DEP
x86 support introduced by AMD, followed by Intel

Pentium 4 (late models)

DEP introduced in XP SP2 (hardware-only)
Applications can opt-in (SetProcessDEPPolicy() or /NXCOMPAT)
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Ret2libc 2 ROP

ret2libc [Solar Designer '97]

| pss [Eecae] e rec| ot |
o]

ret2libc chaining [Nergal '01]

£o
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Ret2libc 2 ROP

Borrowed code chunks technique [Krahmer '05]

Pass function arguments through registers (IA-64)

pop %rbx
retq

mov %rbx,%rax -> &system
add $0xe0,%rsp

pop %rbx

retq

mov %rsp,%rdi -> /bin/sh
callg *%eax

Return-oriented programming [Shacham '07]
Turing-complete return-oriented “shellcode”
Jump-oriented programming [Shacham "10]
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esp

ROP Payload

Oxb8800000

0x00000001

Oxb8800010

0x00000002

Oxb8800020

Oxb8800010

0x00400000

Oxb8800030

Code

Oxb8800000 :
pop eax
ret

Oxb8800010:
pop ebx
ret

Oxb8800020:
add eax, ebx
ret

Oxb8800030:
mov [ebx], eax
ret

Actions
eax =1
ebx = 2

eax += ebx

ebx = 0x400000

*ebx = eax
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Address Space Layout Randomization
Randomize the location of code

ASLR is not always fully adopted
Only 66 out of 1,298 binaries in /usr/bin [SAB11]
Only 2 out of 16 third-party Windows applications [Pop10]

Even ASLR-enabled applications sometimes have
statically mapped DLLs

EMET forced randomization

Information Leaks Break ASLR [Ser12]

Dynamically infer a DLL's load address through a memory leak
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Current State of ROP exploits
First-stage ROP code for bypassing DEP

Allocate/set W+X memory (VirtualAlloc, VirtualProtect, ...)

Copy embedded shellcode into the newly allocated area
Execute!

Recent pure-ROP exploits
In-the-wild exploit against Adobe Reader XI (CVE-2013-0640)

The complexity of ROP exploit code increases
New anti-ROP features in Microsoft's EMET
ROP exploit mitigations in Windows 8.1
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But...

Although software exploitation gets harder (?), it is not
going away any time soon

Protections can be bypassed

Detectors can be evaded

_egacy/unpatched systems remain vulnerable

Growing incentives by attackers and security
professionals
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Course Focus (You Got the ldea...)

Internet technologies, protocols, applications, attacks,
and defenses from a practical perspective

Indicative topics

Core network protocols, eavesdropping, scanning, DoS attacks,
firewalls, VPNs, proxies, intrusion detection, forensics, honeypots,
encrypted communication, authentication, services and
applications, botnets, targeted attacks, privacy, anonymity, ...

Attacks and threats!

Understand the modus operandi of attackers

Find vulnerabilities, subvert protections, bypass all the things
Think sideways

How to secure a system - know what to defend against
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Play Fair

Cannot teach defense without offense, but:

Breaking into systems is illegal!

Unauthorized data access is illegal!

Computer Fraud and Abuse Act (CFAA)

Practice on your own systems or controlled environment

Scanning/penetration testing/etc. of third-party systems may
be allowed only after getting permission by their owner
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http://www.justice.gov/criminal/cybercrime/docs/ccmanual.pdf

Course Information

Mixed format
Lectures
Research paper presentations
Hands-on sessions

Requirements

Conference-style presentation of 1-2 research papers,
which the rest of the class should read and discuss

4-5 programming/hands-on assignments
Midterm and final exams

Grading
Paper presentations: 20%
Assignments: 50%
Midterm: 10%
Final: 20%
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Schedule (Tentative)

Basic Concepts and Threat Landscape
Lower Layers and Core Protocols
TCP/IP

Denial of Service

Firewalls/Gateways

Scanning

Encrypted Communication

Crypto (Failures)
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Schedule (Tentative)
HTTPS

Intrusion Detection
Network Forensics
Honeypots
Email/spam
Web/Cloud

Botnets

Privacy/Anonymity/Online Freedom
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Course web page

http://www3.cs.stonybrook.edu/~mikepo/CSE508/

Please sigh up on Piazza!
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