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S: 220 smtp.example.com ESMTP Postfix
C: HELO relay.example.org
S: 250 Hello relay.example.org, I am glad to meet you
C: MAIL FROM:<bob@example.org>
S: 250 Ok
C: RCPT TO:<alice@example.com>
S: 250 Ok
C: RCPT TO:<theboss@example.com>
S: 250 Ok
C: DATA
S: 354 End data with <CR><LF>.<CR><LF>
C: From: "Bob Example" <bob@example.org>
C: To: "Alice Example" <alice@example.com>
C: Cc: theboss@example.com
C: Date: Tue, 15 January 2008 16:02:43 -0500
C: Subject: Test message
C:
C: Hello Alice.
C: This is a test message with 5 header fields and 4 lines in the message body.
C: Your friend,
C: Bob
C: .
S: 250 Ok: queued as 12345
C: QUIT
S: 221 Bye
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mikepo@capcom:~> nc smtp.gmail.com 25

220 mx.google.com ESMTP i185sm2356739qhc.49 - gsmtp

HELO foo.example.com

250 mx.google.com at your service

MAIL FROM:<mikepo@example.com>

530 5.7.0 Must issue a STARTTLS command first. 





mikepo@capcom:~> nc aspmx.l.google.com 25

220 mx.google.com ESMTP h126si17458667qhh.29 - gsmtp

EHLO foo.example.com

250-mx.google.com at your service, [128.59.23.41]

250-SIZE 157286400

250-8BITMIME

250-STARTTLS

250-ENHANCEDSTATUSCODES

250-PIPELINING

250-CHUNKING

250 SMTPUTF8

STARTTLS

220 2.0.0 Ready to start TLS

<TLS Handshake>



mikepo@capcom:~> nc aspmx.l.google.com 25
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From: info@paypa1.com    http://www.citybank.com

<A>
<a href=“http://www.attacker.com”>http://www.bank.com</a>

http://www.bankofamerica.com.attacker.net/ 

http://www.visa.com:UserSession=2f6q988316484495&usersoption=
SecurityUpdate&From@61.252.126.191/verified_by_visa.html

http://ebаy.com http://xn--eby-7cd.com/

www.cs.stonybrook.edu  http://130.245.27.2  http://2197101314



From: SBU Team <ebrahle2@kent.edu>
Date: Tue, Feb 2, 2016 at 8:42 PM
Subject: cyber security
To: XXXXXXXXXXXX

We've detected spam-like activity in your webmail account,
which is against our Acceptable Use Policy (AUP).

Kindly click on the link below to verify that you're the owner 
of the account and not a spammer.

http://is.gd/stonybrooksecure

We apologize for any inconvenience this may have cause you.

Thanks,
SBU Team 










