








whois
# whois stonybrook.edu

# whois 130.245.27.2



ping netcat



auth, broadcast, brute, default, discovery, dos, 
exploit, external, fuzzer, intrusive, malware, safe, 
version, vuln



# nmap –sV 192.168.0.1 –p 22





(1)

SYN/ACK

(2)

RST
IPID=X

(1)

SYN
srcIP = zombie

(2)

SYN/ACK

(3)

RST
IPID=X+1

(1)

SYN/ACK

(2)

RST
IPID=X+2



arp-scan
# arp-scan 192.168.0.0/24













aireplay-ng deauth









ECHO Request
Src: 10.0.0.10
Dst: 10.0.0.255

ECHO Response
Src: 10.0.0.9
Dst: 10.0.0.10

ECHO Response
Src: 10.0.0.8
Dst: 10.0.0.10

10.0.0.10
ECHO Response
Src: 10.0.0.7
Dst: 10.0.0.10












































