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Information Gathering

First step of an attacker: learn as much about a
particular target as possible

human, system, organization, ...

Dependencies and third-party interactions are also
important
Example: the Target 2013 breach was achieved through the

compromise of a third-party HVAC vendor who had access to the
internal network

Peripheral or “forgotten” systems are often less secure
than publicized web, application server, and mail
endpoints

Every piece of information counts!



Passive reconnaissance: no direct interaction with
the target system

Information gathering from public sources

Passive network eavesdropping

Dumpster diving (e.g., recover data from discarded hard disks)
Information leakage (e.g., through social engineering)

Active reconnaissance: attacker’s activities can be
directly detected and logged

Network scanning

Service enumeration

OS and service fingerprinting/probing



OSINT (Open-source Intelligence Gathering)

Intelligence collected from publicly available sources

As opposed to covert or clandestine sources

Wide variety of information and sources

Search engines: public documents, forgotten web pages,
exposed login interfaces, dashboards, historical data, ...

Public data: courthouse documents, tax forms, budgets, ...
Media: articles, interviews, blog posts, ...

Social media: LinkedIn/Facebook/Twitter/etc., mailing lists, ...
Professional/academic sources: reports, presentations, ...
Metadata: documents, EXIF, executables, email headers, ...



WHOIS

Protocol for querying databases of registration information
about assignees of internet resources

IP address blocks, domain names, and autonomous systems
Top registries: AFRINIC, APNIC, ARIN, IANA, ICANN, LACNIC, NRO, RIPE, InterNic

whois command-line utility
# whois stonybrook.edu
# whois 130.245.27.2

Registrars and third-party services provide web interfaces

Useful information

Registrar information, domain creation/expiration dates, primary DNS
name servers associated with the domain

Registrant information such as First Name, Last Name, Organization,
physical address, phone number, and e-mail address

Assigned domain administrator, billing contact, technical contact



Network Scanning

Identify accessible hosts, running services, service and
OS versions, ...

Active: target network can observe probe requests
As opposed to passive reconnaissance or querying of public sources
Stealthiness matters! IDSs can easily detect noisy scans

Two main dimensions

Horizontal scanning: scan a subnet (or the whole internet) on a
particular port number

E.g., find all hosts running a vulnerable service (internet worms)
Vertical scanning: scan all (or a subset of) ports on a given host
Scan common ports first

Manual scanning using ping and netcat can be used
for quick assessments



Nmap

De facto tool for network scanning

Support for many port scan types
-sS  TCP SYN scan: just wait for the ACK
-sT  TCP connect scan: full connection (useful for non-root)
-sU  UDP scan: protocol-specific payload for known ports
-sA  ACK scan: determine if a firewall is stateful
-sO  IP protocol scan: determine IP protocols (TCP, ICMP, IGMP) used
-p Specify port range (default: 1000 most common ports)

Beyond simple port scanning: extensible framework with
support for third-party scripts

auth, broadcast, brute, default, discovery, dos,

exploit, external, fuzzer, intrusive, malware, safe,
version, vuln



Service Fingerprinting

After identifying that a port is open, try to gather more
information about the service

# nmap -sV 192.168.0.1 -p 22

Complete the connection and attempt to determine the
software type and version

Version detection “interrogates” those ports to determine more about
what is actually running

Server-initiated dialog: banner grabbing

Upon connection, the server transmits a banner string that often
includes version information (e.g., SSH)

Client-initiated dialog: send probe application requests

Nmap has about 6,500 dialogue patterns for more than
650 protocols such as SMTP, FTP, HTTP, etc.
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Idle Scan

Hide scan attempts by blaming another“zombie” host

Zombie must be mostly idle (e.g., network printer)

Zombie should have sequential/predictable IPID behavior

Probe the zombie’s IPID
(2) -
(1) RST target
syn/ack | | TPIP=X

'k”
‘
.

zombie

Spoofa SYN from the zombie

srcIP = zombie
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Probe the zombie’s IPID again
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ARP Scan

Useful technique for host enumeration in a LAN
Find every active IPv4 device in the same subnet

Send a“who has” broadcast packet for each IP address
of interest

Example: try all 254 host IP addresses for a /24 subnet
Retry a couple of times if no response is received

Linux command-line tool: arp-scan
# arp-scan 192.168.0.0/24



Vulnerability Scanning

Identify vulnerabilities in exposed services
Typical next step after network scanning
Exploitable bugs, misconfigurations, default passwords, ...

OpenVAS (open-source), Nessus (free/commercial,

proprietary), Qualys (commercial), Nexpose
(commercial), ...

New “vulnerability tests” released every day
45,000 in total for OpenVAS as of Feb. 2016

Usually come with user-friendly GUI for configuration,
policy management, and report generation



Denial of Service

Goal: harm availability
Strain software, hardware, or network links beyond their capacity
Shut down or degrade the quality of a service

Not always the result of an attack
Flash crowds, “Slashdot effect”

Motives

Protest/attention

Financial gain/damage
Revenge

Blackmail
Evasion/diversion




DoS Attack Characteristics

Attack source: single vs. many
More than a single source: Distributed DoS (DDoS)

Overload vs. complete shutdown

Degradation vs. completely disabling software or equipment
Crash, restart, bricking, website defacement, ...

Consumed resource
Network bandwidth, CPU, memory, sockets, disk storage, ...

Amplification factor
Symmetric vs. asymmetric attacks
Broadcast addresses, large protocol responses, propagation, ...

Algorithmic complexity attacks
Induce worst-case behavior by triggering corner cases

Spoofing

Hide the true source(s) of the attack



Lower Layer DoS

Physical layer

Wirecutting, equipment manipulation, physical destruction

RF jamming, interference

Link Layer
MAC flooding: overload switch/network

ARP poisoning: send fake ARP replies to insert erroneous
MAC-IP mappings in existing systems’ caches

DHCP starvation

WiFi Deauthentication
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Deauth Attacks

Send a spoofed deauth frame to AP with victims’address
(no authentication!)

Client is disassociated from access point
Can also use the broadcast address to disassociate all clients
They may then connect to an “evil twin” access point...

Deauthentication is also sometimes used as a protection
mechanism

Prevent the operation of rogue access points
Tools: aireplay-ng (aircrack-ng), deauth (metasploit)

Also possible: auth attacks

Flood with spoofed random addresses to authenticate and associate
to a target access point & exhaust AP resources
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Network Layer DoS

Flooding: bombard target with network packets
Saturate the available network bandwidth
Long ICMP packets, UDP/TCP packets with garbage data, ...

IP spoofing: conceal the attack source
Makes it more difficult to block the attack

Ingress and egress filtering limit its applicability,
but not universally deployed

Applicable only when connection establishment is not needed:
ICMP, UDP, TCP SYN, ...

Broadcast Amplification
One packet generates many more packets
ICMP Smurf Attack (spoofed broadcast Echo request)

IP hijacking

False BGP route advertisements to attract and drop traffic
or cause connectivity instability



Smurf Attack (90’s)

Attacker sends spoofed con st
ICMP Echo requests to
the victim's network

broadcast address
Src IP == victim’s IP

Victim machine is flooded
with responses from all
internal hosts

ECHO Response ECHO Response ECHO Response
Src: 10.0.0.9 Src: 10.0.0.8 10.0.0.10 Src: 10.0.0.7

Initial form Of amplification DSt; 10.0.0.10 DSt; 10.0.0.10 DS‘t; 10.0.0.10

Mitigation
Configure hosts to not respond to broadcast ICMP requests

Configure routers to not forward packets destined to broadcast
addresses
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Transport Layer DoS
SYN flooding

Server-side resource exhaustion
Source IP address can be spoofed
Can be combined with normal flooding to also saturate link

Connection termination
RST injection
Mostly used for blocking specific unwanted traffic



SYN Flooding

Flood server with spoofed connection initiation
requests (SYN packets)

Saturate server’s max number of concurrent open sockets:
no more connections can be accepted

Each half-open connection consumes memory resources
Server sends SYN/ACKs back, but ACKs never return...

Mitigation
Drop old half-open connections after reaching a certain
threshold (in FIFO order or randomly)

SYN cookies: eliminate the need to store state per half-open
connection



TCP Connection Termination

FIN: this side is done sending, but can still receive
“Half-closed” state

Should be sent by each side and acknowledged by the other

RST: this side is done sending and receiving
No more data will be sent from this source on this connection
Program closed, abort established connection, ...

A MotS attacker can easily send spoofed RST packets
5-tuple (src/dst IP/port and protocol) must match
Sequence number should be in window

More strict stacks will only accept RSTs in sequence » Prevent blind
TCP RST injection

Legitimate and not so legitimate uses

Censorship, blocking of non-standard port traffic (e.g., P2P protocols),
termination of malicious connections, ...
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Application Layer DoS
Connection flooding
Reflection

Software vulnerabilities
Just crash the client/server if exploitation fails/is not possible

Algorithmic complexity attacks

Trigger worst-case processing (e.g., hashtable collisions, reqular
expression backtracking)

Exhaustion of server resources
Example: fill up FTP server with junk files

Spam can be considered as a DoS attack on our time...
And server resources



Connection Flooding

Saturate the server with many established connections

Can't use spoofing: just use bots...

For forking servers, the whole system might freeze
(process exhaustion)

Slowloris attack: slowly send a few bytes at a time to
keep many concurrent connections open

Keep the server busy with “infinite-size” HTTP requests by
periodically sending more and more bogus HTTP headers

Alternatives: read response slowly, POST data slowly, ...
Requires minimal bandwidth



Amplification/Reflection Attacks
Like the ICMP Smurf attack

Abuse network services that reply to certain requests
with much larger responses

Attacker sends a small packet with a forged source IP address
Server sends a large response to the victim (forged IP address)

UDP: connectionless protocol > easy to spoof

Used by many services:
NTP, DNS, SSDP, SNMP, NetBIOS, QOTD, CharGen, ...
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Amplification Factor

BAF PAF
Protocol all 50% 10% all | Scenario
SNMP v2 6.3 8.6 11.3 1.00 GetBulk request
NTP 556.9 1083.2 4670.0 3.84 Request client statistics
DNSys 54.6 76.7 98.3 2.08 ANY lookup at author. NS
DNSor 28.7 41.2 64.1 1.32 ANY lookup at open resolv.
NetBios 3.8 4.5 4.9 1.00 Name resolution
SSDP 30.8 40.4 75.9 9.92 SEARCH request
CharGen 358.8 n/a n/a 1.00 Character generation request
QOTD 140.3 n/a n/a 1.00 Quote request
BitTorrent 3.8 5.3 10.3 1.58 File search
Kad 16.3 21.5 227 1.00 Peer list exchange
Quake 3 63.9 74.9 82.8 1.01 Server info exchange
Steam 5.5 6.9 14.7 1.12 Server info exchange
ZAv2 36.0 36.6 41.1 1.02 Peer list and cmd exchange
Sality 37.3 37.9 38.4 1.00 URL list exchange
Gameover 45.4 45.9 46.2 5.39 Peer and proxy exchange

TABLE III: Bandwidth amplifier factors per protocols. all shows the
average BAF of all amplifiers, 50% and 10% show the average BAF
when using the worst 50% or 10% of the amplifiers, respectively.

Christian Rossow. Amplification Hell: Revisiting Network Protocols for DDoS Abuse — NDSS'14



Distributed Denial of Service (DDoS)

Any DoS attack that originates from multiple sources
Early internet worms were the first instances of DDoS

These days usually launched by botnets
Networks of compromised systems (“bots”) awaiting commands
by an attacker (“botmaster”)

Not only PCs/servers: mobile and loT devices
equally useful

Can be rented through online marketplaces
(“booter” or “stresser” services)
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Puppetnets: Browser-based Bots

Browsers can be indirectly misused to attack others

JS code running in the browsers of unsuspecting visitors

Continuously fetch images or other large files from
the victim'’s server

Can masquerade as “good” bots (e.g., Googlebot, Baiduspider,
other legitimate spiders) using a spoofed User-Agent

Malicious Web server

Many injection ways
Compromised websites

Nomnal HTTP / /[ [ |\ '\ \
request/response / /| [ || \\

w/ attack instructions / /| [ || \\

Ad networks S /ATR RN s
MitM/MotS attacks

Web clients

V.T.Lam, S. Antonatos, P. Akritidis, K. G. Anagnostakis. Puppetnets: Misusing Web Browsers as a Distributed Attack Infrastructure — CCS 2006 33
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DoS Defenses

No absolute solution
Asymmetry: little effort for the attacker, big impact for the victim
Any public service can be abused by the public
Prank phone calls, road blockades, ...

General strategies
Filter out bad packets
Improve processing of incoming data
Hunt down and shut down attacking hosts
Increase hardware and network capacity



DoS Defenses

Ingress/egress filtering

Ensure that incoming/outgoing packets actually come from the
networks they claim to originate from = drop spoofed packets

Content delivery networks (CDNs) and replication
Distribute load across many servers

Client challenges
Present a CAPTCHA whenever the system is under stress

Other (mostly academic) approaches

IP Traceback: each router“marks” with its own IP the forwarded packets
to facilitate determining the actual origin of packets

Pushback filtering: iteratively block attacking network segments by
notifying upstream routers

Overlay-based systems: proactive defense based on secure overlay
tunneling, hash-based routing, and filtering
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