




























unsigned int connections = 0;

...

/* new connection attempt */

...

connections++;

if (connections < 5) {

grant_access();

}

else {

deny_access();

}



unsigned int connections = 0;

...

/* new connection attempt */

...

if (connections < 5) {

connections++;

}

if (connections < 5) {

grant_access();

}

else {

deny_access();

}







int main(int argc, char *argv[]) {

char buf[16];

strcpy(buf, argv[1]);

printf("%s\n", buf);

return 0;

}

$ ./overflow AAAAAAAAAAAA

AAAAAAAAAAAAAAAA

$ ./overflow AAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAA

Segmentation fault (core dumped)
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return address
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arg2
0xFFFFFFFF

stack



buf[16]

saved EBP

return address

arg1

arg2
0xFFFFFFFF

stack

\x65\x65\x65\x65

\x65\x65\x65\x65

\x65\x65\x65\x65 



buf[16]
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arg2
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\x65\x65\x65\x65

\x65\x65\x65\x65

\x65\x65\x65\x65

\x65\x65\x65\x65



#define BUF_SIZE 16

int main(int argc, char *argv[]) {

char buf[BUF_SIZE];

strncpy(buf, argv[1], BUF_SIZE);

printf("%s\n", buf);

return 0;

}



buf[16]

saved EBP

return address

arg1

arg2
0xFFFFFFFF

stack

authenticated

\x0f\x6a\xe8\x59

\xff\xff\xff\xff

\x5e\xc1\x46\x80

\xe0\x0a\x4c\x30

\x0b\x0e\xfa\x02

\x4b\x45\x49\x46

\x52\x4a\x4d\x4f



int main(int argc, char *argv[]) {

int authenticated = 0;

char password[16];

gets(password);

if (check_password(password) == TRUE) {

authenticated = 1;

}

return authenticated;

}

$ ./authenticate AAAAAAAAAAAAAAAA && echo $?

0

$ ./authenticate AAAAAAAAAAAAAAAAA && echo $?

65

$ ./authenticate `printf "AAAAAAAAAAAAAAAA\x01"` && echo $?

1



buf[16]

saved EBP

return address

arg1

arg2
0xFFFFFFFF

stack

authenticated



buf[16]

saved EBP

return address

arg1

arg2
0xFFFFFFFF

stack

authenticated

\x65\x65\x65\x65

\x65\x65\x65\x65

\x65\x65\x65\x65

\x65\x65\x65\x65

\x01











void vulnerable(void *arg, size_t len) {

long val = 0;

long *ptr = NULL;

char buf[128];

...

memcpy(buf, arg, len);

*ptr = val;

...

}



int main(int argc, char *argv[]) {

char *p, *q;

p = malloc(1024);

q = malloc(1024);

strcpy(p, argv[1]);

free(q);

free(p);

return 0;

}

free()



printf()

printf("%s", str) 

printf("%d", num) 

printf("%x", num) 

printf("ABCD%n", &i) 



int main(int argc, char *argv[]) {

printf("Input: ");

printf(argv[1]);

printf("\n");

}

$ ./fmt test

Input: test

$ ./fmt "%08x %08x %08x %08x"

input: b773c080 0804846b b7721ff4 08048460

$ ./fmt $(printf "\x18\xa0\x04\x08")%x%x%x%x%n



int main(int argc, char *argv[]) {

printf("Input: ");

printf("%s", argv[1]);

printf("\n");

}







// setuid program

if (access("file", W_OK) != 0) {    // access() checks the

exit(1);                         // real uid (not eid)

}

fd = open("file", O_WRONLY);

write(fd, buffer, sizeof(buffer));  // write() modifies

// /etc/passwd

ln /etc/password file



++attempts;

++attempts;  // gets written to flash memory











if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)

goto fail;

if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)

goto fail;

goto fail;

if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)

goto fail;

...

fail:

SSLFreeBuffer(&signedHashes);

SSLFreeBuffer(&hashCtx);

return err;


