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ACL(5)                      BSD File Formats Manual                     ACL(5)

NAME
acl - Access Control Lists

DESCRIPTION
This manual page describes POSIX Access Control Lists, which are used to
define more fine-grained discretionary access rights for files and direc-
tories.

ACL TYPES
Every object can be thought of as having associated with it an ACL that
governs the discretionary access to that object; this ACL is referred to
as an access ACL. In addition, a directory may have an associated ACL
that governs the initial access ACL for objects created within that
directory; this ACL is referred to as a default ACL.

ACL ENTRIES
An ACL consists of a set of ACL entries. An ACL entry specifies the
access permissions on the associated object for an individual user or a
group of users as a combination of read, write and search/execute permis-
sions.

An ACL entry contains an entry tag type, an optional entry tag qualifier,
and a set of permissions.  We use the term qualifier to denote the entry
tag qualifier of an ACL entry.

The qualifier denotes the identifier of a user or a group, for entries
with tag types of ACL_USER or ACL_GROUP, respectively. Entries with tag
types other than ACL_USER or ACL_GROUP have no defined qualifiers.



[ let’s open the console]







int fd = open("/etc/passwd", O_RDWR);

fd

fork()
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NAME
capabilities - overview of Linux capabilities

DESCRIPTION
For  the  purpose  of  performing  permission  checks, traditional UNIX
implementations distinguish two  categories  of  processes:  privileged
processes  (whose  effective  user ID is 0, referred to as superuser or
root), and unprivileged processes (whose  effective  UID  is  nonzero).
Privileged processes bypass all kernel permission checks, while unpriv-
ileged processes are subject to full permission checking based  on  the
process's  credentials (usually: effective UID, effective GID, and sup-
plementary group list).

Starting with kernel 2.2, Linux divides  the  privileges  traditionally
associated  with  superuser into distinct units, known as capabilities,
which can be independently enabled and disabled.   Capabilities  are  a
per-thread attribute.

Capabilities list
The following list shows the capabilities implemented on Linux, and the
operations or behaviors that each capability permits:

CAP_AUDIT_CONTROL (since Linux 2.6.11)
Enable and  disable  kernel  auditing;  change  auditing  filter
rules; retrieve auditing status and filtering rules.

CAP_AUDIT_READ (since Linux 3.16)
Allow reading the audit log via a multicast netlink socket.
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ping

$ ls -l /bin/ping

-rwsr-xr-x 1 root root 44K May  7  2014 /bin/ping*

$ ls -l /bin/ping

-rwxr-xr-x 1 root root 55K Mar  1  2016 /bin/ping*

$ getcap /bin/ping

/bin/ping = cap_net_raw+ep
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